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QUESTIONS PRESENTED

1. Does the First Amendment require that a federal court
balance the public’s interest in confidential newsgathering
with a civil litigant’s interest in compelled disclosure before
ordering a journalist to identify confidential sources in
response to the litigant’s subpoena?

2. Does federal common law recognize a reporter’s
privilege that requires a federal court to balance the public’s
interest in confidential newsgathering with a civil litigant’s
interest in compelled disclosure before ordering a journalist
to identify confidential sources in response to the litigant’s
subpoena?

3. Is an appellate court obliged to review de novo a
district court’s determination that a journalist’s assertion of a
reporter’s privilege has been overcome?



i
PARTIES TO THE PROCEEDING

The parties to the consolidated proceedings below were
Los Angeles Times reporter Bob Drogin, Associated Press
reporter H. Josef Hebert, New York Times reporters James
Risen and Jeff Gerth, former CNN reporter Pierre Thomas
(currently with ABC News), Wen Ho Lee, the United States
Department of Justice, the United States Department of
Energy, and the Federal Bureau of Investigation.
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PETITION FOR A WRIT OF CERTIORARI

Petitioners Bob Drogin, H. Josef Hebert, and James Risen
respectfully pray that a writ of certiorari issue to review the
judgment for the United States Court of Appeals for the
District of Columbia Circuit entered in this action.

OPINIONS BELOW

The D.C. Circuit’s panel opinion (App. la-21a)' is
reported at 413 F.3d 53 and the panel’s decision to deny
rehearing is reprinted in the Appendix (App. 104a-05a). The
court of appeals’ order denying rehearing en banc, by a vote
of 4-4, is reported at 428 F.3d 299 (App. 96a-103a). The
district court’s opinions and orders denying petitioners’
motions to quash their subpoenas and holding them in civil
contempt are reported at 287 F. Supp. 2d 15 (App. 36a-54a)
and 327 F. Supp. 2d 26 (App. 22a-35a), respectively.

JURISDICTION

The court of appeals rendered its decision on June 28,
2005, and denied petitioners’ timely requests for rehearing
and rehearing en banc on November 2, 2005. This petition is
timely filed within 90 days of that date. This Court has
jurisdiction pursuant to 28 U.S.C. § 1254(1).

CONSTITUTIONAL AND STATUTORY PROVISIONS

The First and Fifth Amendments to the United States
Constitution are reproduced in the Appendix to this petition
at App. 106a. Pertinent provisions of 5 U.S.C. § 552a and

! References to the Appendix to this petition are denoted as “App.”
References to the Joint Appendix filed in the court of appeals are denoted
as “JA.” References to filings in the district court are cited to the
relevant docket entry in that court (“Dock.”).
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Fed. R. Evid. 501 are reproduced in the Appendix at App.
107a-42a.

STATEMENT OF THE CASE
A. Background

The genesis of this case dates back to the 1990s when,
unbeknownst to the American public, there was widespread
concern within both the executive and legislative branches
that American nuclear secrets had been transferred to China.
A Congressional committee was established to investigate
and countermeasures were taken by the Department of
Energy. Respondent Dr. Wen Ho Lee, a Chinese-American
scientist employed at the Los Alamos National Laboratory,
became the principal focus of the investigation.

The public came to learn of this potential threat to
national security in early 1999 through articles in The Wall
Street Journal, The Washington Post, and The New York
Times, all of which were based in part on information
provided by confidential sources. App. 3a-4a, 57a. The
articles explained that the matter was generating enormous
controversy, including accusations that the Clinton
Administration was deliberately stalling the investigation for
its own political purposes. The articles also reported that an
unnamed Asian-American scientist working at the Los
Alamos laboratory was the government’s primary suspect. A
March 6, 1999 New York Times article, the most detailed of
the three, was co-authored by petitioner James Risen. Risen
regularly covers national security issues for The New York
Times and shared a Pulitzer Prize in 2002. J.A. 348.

Two days after the publication of the New York Times
article, on March 8, 1999, DOE announced publicly that it
was terminating a scientist at the Los Alamos laboratory for a
variety of security-related offenses. Its press release was
sufficiently specific that within hours journalists identified
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Dr. Lee as the scientist involved and the controversy became
major national news. J.A. 1620, 2176. Over the next several
weeks, then-Energy Secretary Bill Richardson gave
numerous public interviews explaining in detail why Dr. Lee
was a suspect and defending the government’s handling of
the case. J.A. 2177-78, 2187-91.

Petitioners Bob Drogin and H. Josef Hebert, along with
many other journalists, began to report on the controversy
after DOE publicly announced that it had fired Dr. Lee. J.A.
417, 471. Drogin is a national security correspondent for The
Los Angeles Times and is also a recipient of the Pulitzer
Prize. J.A. 417. Hebert is an Associated Press reporter. As a
wire service reporter, Hebert’s primary function is to
synthesize and report breaking news developments quickly.
Because public officials are typically authorized to speak on
the record only to a limited extent, Hebert, like other daily
news reporters, relies on confidential sources largely to
confirm and explain information contained in official press
releases or previously reported by other media. J.A. 2194-
95.

By late April 1999, Risen and Pierre Thomas of CNN
reported that the government’s case against Dr. Lee had
shifted to allegations that he had improperly downloaded
significant amounts of classified information onto his
personal computer. J.A. 230, 1937. During the next six
months, reporting by many journalists raised serious
questions about the legitimacy of the government’s case.
See, e.g., Bob Drogin, Lack of Evidence Led to Wider China
Spy Inquiry, L.A. TIMES, Oct, 3, 1999, at A34; see also J.A.
156, 241. Journalists also reported concerns voiced in many
quarters that Dr. Lee had been unfairly targeted because he is
Asian-American. J.A. 236.

Dr. Lee was never charged with transferring any
information to China. Rather, in December 1999, he was
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indicted on multiple felony counts of mishandling classified
information. App. 3a. He eventually pled guilty to one such
count and was sentenced to time served. App. 56a-57a. At
that time, the presiding judge harshly criticized the
government’s handling of the case and its treatment of Dr.
Lee. App. 57an.l.

B. Proceedings Below
1. District Court Proceedings

While the criminal charges against him remained
pending, Dr. Lee filed this civil suit alleging that employees
of the Departments of Justice, Energy and the FBI violated
his rights under the Privacy Act, 5 U.S.C. 8§ 552a, by
disclosing to the press and public information about the
government’s investigation of him. App. 144a. Dr. Lee’s
Second Amended Complaint focused on the many public
statements made by Secretary Richardson as well as
information reported by journalists that was attributed to
confidential sources. App. 148a-54a. Dr. Lee conducted
written discovery and ultimately took 20 depositions of
government employees. App. 46a-47a. In August 2002, Dr.
Lee began issuing subpoenas to journalists, including
petitioners, demanding that they testify about the identities of
their confidential sources of information.?

Risen, Drogin and Hebert filed motions to quash, as did
Thomas. App. 37a-38a. On October 9, 2003, the district
court denied those motions. App. 53a. The district court

2 Initially Dr. Lee offered to accept testimony from the subpoenaed
journalists identifying their sources’ agency employers, rather than their
names. The journalists declined both because their agreements with their
sources precluded them from doing so, J.A. 350, 382, and because the
government defendants indicated that, if any reporters identified agencies,
the defendants would respond by seeking the sources’ actual identities on
cross-examination. See Hebert Pet. Reh’g at 11 n.7.
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first addressed the journalists’ assertion of a federal common
law reporter’s privilege. They had argued that the court
should look to the District of Columbia’s shield law, D.C.
Code 8 16-4701-4704, as illustrative of the scope of a federal
common law privilege, as other courts have done with state
statutes in their jurisdictions. See, e.g., Dock. [79] at 14-16
(citing United States v. Cuthbertson, 630 F.2d 139, 146 n. 1
(3d Cir. 1980); Baker v. F&F Inv., 470 F.2d 778 (2d Cir.
1972)). The district court, however, understood the
journalists to argue that the statute applied directly to this
case and held that it did not because the court’s jurisdiction
was based on a federal question. App. 38a.

With respect to the First Amendment, the district court
questioned the legitimacy of the asserted constitutional
privilege, but acknowledged that the D.C. Circuit recognized
one in these circumstances. App. 39a-42a (citing Zerilli v.
Smith, 656 F.2d 705 (D.C. Cir. 1981)). The district court
interpreted the Circuit’s First Amendment privilege as
consisting of a two-part inquiry addressing (1) whether
source identities are central to the plaintiff’s case and
(2) whether the plaintiff has made reasonable efforts to
exhaust alternative sources of information. App. 4la.
Applying that test, the district court found that the identities
of the journalists’ sources were central to Dr. Lee’s ability to
prove that the government defendants were the sources of
information that may have been leaked in violation of the
Privacy Act. App. 43a-44a. In addition, the district court
concluded that Dr. Lee had made reasonable efforts to
exhaust alternative sources. App. 50a. It therefore ordered
the reporters to identify their sources by name. App. 53a.

Subsequently, each petitioner was deposed and testified
extensively. J.A. 1272-1454; 1516-1789. All of them,
however, declined to identify their confidential sources.
Specifically, Risen did not identify the confidential sources
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who provided information contained in both his March 6,
1999 article and his subsequent reports. App. 15a-16a.
Drogin declined to answer what were, in essence, two
inquiries: whether Secretary Richardson had spoken to him
off-the-record and the source of a prediction he attributed to a
“senior Clinton Administration official” in late April 1999
that Dr. Lee would soon be arrested. App. 17a-18a. Hebert
declined to answer questions about two sources that had
confirmed the accuracy of Dr. Lee’s name the evening he
was fired, after Hebert and millions of others had heard the
name on the evening news. App. 17a.

On August 18, 2004, the district court held petitioners in
civil contempt and fined each of them $500 per day, but
stayed the fines pending these appeals. App. 34a-35a. The
district court reserved the question of whether Dr. Lee is
entitled to an award of compensatory sanctions from the
journalists until the close of the case. App. 35a.

2. The Court of Appeals Panel

On June 28, 2005, the court of appeals affirmed the
contempt orders. The panel acknowledged that existing
Circuit precedent recognized a qualified reporter’s privilege
grounded in the First Amendment but held that it did not
protect petitioners in this case. App. 8a-9a. Initially, the
panel held that the requirement of independent appellate
review in First Amendment cases articulated in Bose Corp. v.
Consumer Union, 466 U.S. 485 (1984), applies only to final
judgments that themselves limit free expression and not to
the privilege issues decided by the district court, App. 9a-
10a. In so holding, the panel looked to this Court’s decision
in Seattle Times Co. v. Rhinehart, 467 U.S. 20 (1984), which
it found stands for the principle that “no ‘heightened First
Amendment scrutiny’ applie[s] to discovery orders.” App.
10a (quoting Seattle Times Co., 467 U.S. at 36 n.23).
Therefore, the panel concluded that the district court’s
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decision could be reversed only if it constituted an abuse of
discretion. App. 11a.

Turning to the merits, the panel held that the district court
did not abuse its discretion in finding the petitioners in
contempt. App. 15a.> Petitioners had argued (as they did in
the district court, see, e.g., Dock. [141] at 23-24) that the
qualified reporters’ privilege applicable in civil cases
requires a broader balancing of public and private interests,
in addition to the two-part inquiry undertaken by the district
court with respect to need and exhaustion. E.g., Hebert &
Drogin Br. at 38-42. The panel rejected that contention,
interpreting the First Amendment to require consideration of
only the “two guidelines” referenced by the district court.
App. 11a. Moreover, the panel asserted that this inquiry
should be undertaken deferentially in Privacy Act cases,
advising district courts that they should “keep in mind that
this privilege is not absolute” in such cases and should be
applied in a manner that is consistent with this Court’s
observation in Branzburg v. Hayes, 408 U.S. 665, 692
(1972), that it “*cannot seriously entertain the notion that the
First Amendment protects a newsman’s agreement to conceal
the criminal conduct of his source.”” App. 11a-12a. Finally,
although petitioners had urged federal common law as an
alternative source of a privilege, App. 7a, the panel expressly
declined to address the question, id. at 7a n.2.

3. Petitions for Rehearing En Banc

On November 2, 2005, by a vote of 4-4, the full court of
appeals denied the petitions for rehearing en banc. App. 97a.

® With respect to one journalist who had been held in contempt, New York
Times reporter Jeff Gerth, the panel found that the district court did abuse
its discretion because Gerth did not disobey the district court’s order.
Gerth had provided unrebutted testimony that he never had any
confidential sources who provided information “directly about Wen Ho
Lee.” App. 19a-20a.
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Three judges wrote dissenting opinions, including Judge
Rogers who sat on the original panel but recognized that the
“important First Amendment protections implicated in these
cases are obvious.” App. 98a. The dissenters all questioned
the panel’s definition of the reporter’s privilege as a narrow
two-part test, rather than a broader balancing exercise that
begins with an inquiry concerning need and exhaustion but
then proceeds to “‘weigh[] the public interest in protecting
the reporter’s sources against the private interest in
compelling disclosure.””  App. 99a-100a, 103a (citation
omitted). Moreover, Judges Tatel and Garland emphasized
that this broader inquiry is especially important in cases
involving government leaks, to ensure that disclosure of
sources be limited to only “‘the most exceptional case.’”
App. 100a-0la, 102a-03a. Emphasizing that “[t]he
significance of the court’s decision in this case should not be
underestimated,” they observed that what they called the
panel decision’s “arid two-factor test” opens the door to
limitless disclosure of confidential sources every time an
identifiable individual is the subject of a government leak.
App. 100a. In addition, they asserted that, if the appropriate
balancing was undertaken, the contempt orders would be
reversed, because Dr. Lee’s civil claim “pales in comparison
to the public’s interest in avoiding the chilling of disclosures
about what the government then believed to be nuclear
espionage.” App. 101a.

REASONS FOR GRANTING THE WRIT

The decision below marks the first time in American
history that a federal court of appeals has affirmed contempt
penalties against non-party reporters for declining to identify
confidential sources in a civil case. The latest manifestation
of a rapid escalation in subpoenas for confidential sources in
federal court proceedings, this decision has far-reaching
implications for the ability of journalists to inform the public
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about the operations of its government and misconduct in the
private sector.

To recognize why, one need look no further than another
news report that dominated the headlines just one month
before the panel decision, when Americans learned the
identity of “Deep Throat,” modern history’s most famous
confidential source. While the motivations of former F.B.I.
Deputy Director Mark Felt are intensely debated, the
consensus of history is that the country was well-served by
promises of confidentiality made by Washington Post
reporters to him and other government officials, promises
that were respected by a federal court when challenged at the
time. See Democratic Nat’l Comm. v. McCord, 356 F. Supp.
1394 (D.D.C. 1973). Yet Felt did exactly what confidential
sources are alleged to have done in this case. By revealing
details about the FBI’s then-ongoing investigation of
specific, identified persons implicated in the Watergate
investigation who had not yet been charged, Felt revealed
information derived from “records pertaining to an
individual.” App. 3a, 102a. Moreover, just as Felt maintained
that the Watergate investigation was being deliberately
frustrated by a self-interested Administration, petitioners
reported that their sources warned that the Clinton
Administration was intentionally turning a blind eye to
serious breaches of national security for its own political
purposes. J.A. 59-60.

Pursuant to the panel’s decision, no reporter today could
make a credible promise of confidentiality to a contemporary
Deep Throat. Rather, as Judge Garland specifically noted
below, any modern-day Watergate suspect or even convicted
felon could file a Privacy Act suit and, unless the sources
themselves came forward, compel the disclosure of their
identities. App. 102a. Nor is the potential reach of this
decision limited to discouraging communications about
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federal criminal investigations. Countless communications
to reporters about matters of public concern reveal
information derived from “records pertaining to an
individual.” The Privacy Act, passed shortly after Watergate
to deter government misuse of computer databases, has
ironically become a potent weapon for curtailing the very
kind of journalism that prompted its enactment.

The inherent significance of the court of appeals’
decision would therefore merit review by this Court even in
the absence of any related conflicts in the lower courts. In
fact, however, several important questions of law that
underlie the decision have persistently divided the Circuits
and merit review by this Court on their own terms:

1. The court of appeals narrowly defined the reporter’s
privilege available in civil proceedings as a two-part inquiry
limited to the purely evidentiary considerations of need for
the reporter’s information and exhaustion of alternative
sources, an inquiry it advised should be undertaken
cautiously in leak cases. App. 1la-12a. In response,
dissenters from the decision to deny rehearing en banc
argued that the two-part test must be merely the first steps in
a broader balancing inquiry that should be undertaken with
particular rigor in leak cases. These sharp divisions mirror
persistent fractures within the Circuits, which are similarly
divided over the scope of any protection from compelled
disclosure of a journalist’s confidential sources pursuant to
the First Amendment. Some Circuits apply the narrower test
recognized by the court of appeals, others apply variations of
the broader balancing exercise advocated by the en banc
dissents, and at least one suggests it would not recognize any
protection at all.

2. These divisions within the Circuits are exacerbated by
their further disagreement about the application of this
Court’s decision in Jaffee v. Redmond, 518 U.S. 1 (1996), to
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judicial assessment of a common law reporter’s privilege. In
Jaffee, this Court articulated several factors governing the
creation of common law privileges that point to judicial
recognition of a reporter’s privilege as well, including the
fact that such a privilege is now recognized in virtually all of
the States. /Id. at 10-13. In addition, both Jaffee and the
majority of state shield laws counsel that the scope of a
common law privilege must necessarily be broader than the
two-part test articulated by the court of appeals. Yet the
Circuits that have addressed the common-law question are
badly divided over those issues. Moreover, it is already
apparent that Jaffee calls into question the relevance of much
of the existing law interpreting this Court’s decision in
Branzburg v. Hayes, 408 U.S. 665 (1972), which is already
extraordinarily confusing and inconsistent.

3. The decision below also creates a conflict with other
Circuits that require appellate courts to review orders
compelling the disclosure of confidential sources de novo.
The court of appeals’ decision to review the district court’s
privilege rulings only for abuse of discretion seriously
misconstrues this Court’s decisions regarding appellate
review of assertions of First Amendment rights.

In the final analysis, it is no coincidence that this case
involves allegedly unlawful government leaks, because leak
cases — be they civil or criminal — have consistently proved to
be especially divisive within an area of law that itself has
produced extraordinary confusion. In the past quarter
century, four circuits have produced six decisions in such
cases. Not only have their results divided evenly, but the

4 See App. 1a-21a; In re Grand Jury Subpoena, Judith Miller, 397 F.3d
964 (D.C. Cir.), cert. denied, 125 S. Ct. 2977 (2005) (affirming contempt
orders for refusing to disclose sources of alleged leak of CIA agent’s
name); In re Special Proceedings, 373 F.3d 37 (1st Cir. 2004) (affirming
contempt order for refusing to disclose source of leaked grand jury
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appellate judges involved have often been equally in conflict
on the salient questions they raise. For example, the Third
Circuit sitting en banc divided 6-6 on the merits of a grand
jury leak case, In re Williams, 963 F.2d 567 (3d Cir. 1992), a
D.C. Circuit panel in a recent case took three different
positions on the question of whether a federal common law
privilege exists, In re Grand Jury Subpoena, Judith Miller,
397 F.3d 964 (D.C. Cir. 2005), cert. denied, 125 S. Ct. 2977
(2005), and the full court of appeals in this case divided 4-4
about whether to grant rehearing en banc. Review of these
issues in the context of this leak case is therefore especially
appropriate.

I. WHETHER COURTS SHOULD BALANCE THE
PUBLIC AND PRIVATE INTERESTS
IMPLICATED BY A DISCOVERY REQUEST FOR
COMPELLED DISCLOSURE OF JOURNALISTS’
CONFIDENTIAL SOURCES IS A QUESTION OF
SUBSTANTIAL PUBLIC IMPORTANCE

The issues presented here go to the heart of the press’s
function in a democracy. At bottom, this dispute involves a
clash between a private litigant’s desire to enforce a broad
statute prohibiting executive branch officials from sharing
certain information with the public and the public’s interest
in being informed about government misconduct with respect
to a matter of national security. There are potentially
important values implicated by both sides of this dispute.
Yet the “reporter’s privilege” applied by the court of appeals

information); Ashcraft v. Conoco, Inc., 218 F.3d 282, 287 & n. 12 (4th
Cir. 2000) (reversing contempt orders concerning disclosure of source of
sealed settlement agreement); In re Williams, 963 F.2d 567 (3d Cir. 1992)
(en banc) (affirming order quashing subpoena seeking source of leaked
grand jury information); Zerilli v. Smith, 656 F.2d 705 (D.C. Cir. 1981)
(affirming denial of motion to compel disclosure of sources allegedly
violating Privacy Act).
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makes the government’s interest in facilitating private
litigation supreme in all cases and thus inhibits some of the
most important journalism the press undertakes.

By definition, as Judge Tatel noted below, the court of
appeals’ two-part test requires disclosure in “even the most
trivial litigation” if source identities happen to be necessary
to resolve any civil dispute. App. 100a. This test seriously
undervalues the importance of confidential newsgathering.
As Judge Garland explained, “[b]arring an unexpected
confession by the leaker, in most such cases the subject of the
leak will be able to satisfy the centrality and exhaustion
requirements cited in the court’s opinion.” App. 102a.

Indeed, the test applied by the court of appeals is
fundamentally inconsistent with the very nature of what it
means to balance “important interests ... on both sides of the
constitutional calculus.” Bartnicki v. Vopper, 532 U.S. 514,
533 (2001). While the panel characterized its test as a
“balancing of the relevant factors,” App. 103, in fact it leaves
nothing to balance. The outcome of any dispute will be
determined purely by the evidentiary exigencies of a
particular litigant’s case, rather than any assessment of the
competing interests implicated by the compelled disclosure
of confidential sources.

By contrast, a test that requires a district court to look
beyond the issues of need and exhaustion and ask, at a
minimum, whether “‘the public[’s] interest in protecting the
reporter’s sources’” outweighs “‘the private interest in
compelling disclosure,”” App. 99a-100a (citation omitted),
appropriately recognizes that the resolution of a single civil
case is not presumptively more important than the public
interest in confidential newsgathering. As Judges Tatel and
Garland urged, in a civil case, such a test should be applied
with the reverse presumption: that only a rare and truly
“exceptional” civil case might justify disclosure of a
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reporter’s confidential sources. App. 103a. Otherwise, the
press’s ability to perform its historic function of assuring the
“*paramount public interest in a free flow of information to
the people concerning public officials,”” Pell v. Procunier,
417 U.S. 817, 832 (1974) (citations omitted), would be
undermined by any private litigant’s pursuit of money
damages.

That a civil case may involve a non-disclosure statute like
the Privacy Act should not alter this analysis. Some of the
most important news reports in our nation’s history were
based on information provided by confidential sources who
may have violated a statute or common law duty by talking
to the press. Watergate, the publication of the Pentagon
Papers, the revelation of the Carter Administration’s plan for
a neutron bomb,> and more recently news reports about the
Abu Ghraib prison scandal® are just a few examples of the
many stories of enormous public import that only came to
light because confidential sources provided information they
may have been proscribed from revealing. Nor is this a
recent phenomenon. The first confidential source controversy
in American history involved an anonymous communication
to a newspaper publisher, John Peter Zenger, that allegedly
violated the Colonial laws of the day. See Mcintyre v. Ohio
Elections Comm 'n, 514 U.S. 334, 360-69 (1995) (Thomas, J.,
concurring).

The facts of this case provide a striking example of why
competing interests should be considered and balanced
before the disclosure of confidential sources is compelled. In

S See, e.g., Walter Pincus, Carter Is Weighing Radiation Warhead,
WASH. PosT, June 7, 1977, at A5.

® 60 Minutes II (Apr. 28, 2004), www.chsnews.com/stories/2004/
04/27/6011/main614063.shtml; Seymour M. Hersh, Torture at Abu
Ghraib, THE NEW YORKER, May 10, 2004, at 42.
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this case, petitioners reported to the public an important story
about a possible major breach of security at the nation’s most
sensitive nuclear facilities. The details of the government’s
investigation of Dr. Lee and his employment history reported
by petitioners were not voyeuristic exposes of private
matters, but rather were inextricably linked to a major
political controversy. Many news reports that questioned the
government’s case similarly relied on confidential sources.’

Considering the other side of the balance, the interest in
providing Dr. Lee civil damages pales in comparison. The
Privacy Act was intended primarily to deter the collection
and dissemination of private information for partisan
purposes that the Watergate scandal exposed, particularly the
political misuse of information stored in computer databases.
See, e.g., Cochran v. United States, 770 F.2d 949, 959 n. 15
(11th Cir. 1985) (“the Privacy Act was primarily concerned
with the protection of individuals against the release of stale
personal information contained in government computer files
to other government agencies or private persons”); Thomas v.
U.S. Dep't of Energy, 719 F.2d 342, 345 (10th Cir. 1983)
(“Congress was concerned predominantly with the increasing
use of computers and sophisticated information systems and
the potential abuse of such technology”). As the Eleventh
Circuit has noted, it is highly unlikely that Congress ever
intended for the Privacy Act to be used as a vehicle to inhibit

" See, e.g., CBS Evening News (March 8, 1999) (transcript available on
Lexis-Nexis) (“But law enforcement and congressional sources tell CBS
News . .. they’re not even sure Lee can be connected directly to the W-
88 case.”); Daniel Klaidman & Melinda Liu, Open Secret, NEWSWEEK,
March 22, 1999, at 28 (“Senior law-enforcement and intelligence officials
tell NEWSWEEK that they are in fact not at all confident Lee passed on
critical secrets to the Chinese — or even that espionage was involved at
all.”); J.A. 428-49 (noting that unnamed source said that case against Lee
is “‘very difficult,”” that “most of the case is analytic and circumstantial,”
and that FBI had “‘hit the wall’”).
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the kind of reporting about matters of public concern that is
at issue in this case:

The legislative history of the Act does not evidence
any intent to prevent the disclosure by the
government to the press of current, newsworthy
information of importance and interest to a large
number of people. Furthermore, there is a great
public interest in insuring the dissemination of
current, newsworthy information by the press,
particularly when the information relates to the
operations of government . . . .

Cochran, 770 F.2d at 959 n. 15 (citations omitted).

This case, therefore, presents fundamentally different
questions than did Branzburg, in which reporters were
thought to have witnessed criminal conduct such as
violations of narcotics laws, conduct that had no relationship
to speech about matters of overriding public concern. 408
U.S. at 667-77. In this civil case, what reporters “witnessed”
were sources providing newsworthy information about a
political controversy of unquestioned significance. Such
facts present strikingly different balancing considerations.
See, e.g., Landmark Commc’ns, Inc. v. Virginia, 435 U.S.
829, 838-39 (1978) (holding that information leaked to the
press by a confidential source “lies near the core of the First
Amendment” because it concerned the “public scrutiny and
discussion of governmental affairs which the First
Amendment was adopted to protect.”). Whether such
considerations should at least be assessed by a district court
before it orders disclosure of a journalist’s confidential
sources is a question of overriding public importance that
merits review by this Court.
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II. THE CIRCUITS ARE DIVIDED OVER THE
LEGAL STANDARD THAT GOVERNS CIVIL
SUBPOENAS SEEKING DISCLOSURE OF
JOURNALISTS’ CONFIDENTIAL SOURCES

The Circuits are in conflict on the principle question of
law that ultimately divided the full court of appeals: whether
courts must look beyond a civil litigant’s evidentiary need for
information and balance the public’s interest in confidential
newsgathering against a litigant’s interest in disclosure
before ordering a journalist to identify confidential sources.
The First, Fourth and Ninth Circuits explicitly require a
variation of this broader balancing inquiry in civil cases,
pursuant to the First Amendment.

The Fourth Circuit, for example, requires that, in addition
to satisfying the requirements of need and exhaustion, a
district court must find “‘a compelling interest in the
information,”” which in turn must be “*balanced against the
reporter’s interest in protecting the confidentiality of his
sources.”” Ashcraft v. Conoco, Inc., 218 F.3d 282, 287, 288
n.12 (4th Cir. 2000). The First Circuit requires a preliminary
showing of need, then obliges a district court to apply a
“pbalancing test” in which it must “place those factors that
relate to the movant’s need for the information on one pan of
the scales and those that reflect the objector’s interest in
confidentiality and the potential injury to the free flow of
information that disclosure portends on the opposite pan.”
Cusumano v. Microsoft Corp., 162 F.3d 708, 716 (1st Cir.
1998). See also Farr v. Pitchess, 522 F.2d 464, 468 (9th Cir.
1975). A number of state courts of last resort also require
such broader balancing. See, e.g., Mitchell v. Superior Court
of Marin County, 37 Cal. 3d 268 (1984) (“when the
information relates to matters of great public importance, and
when the risk of harm to the source is a substantial one, the
court may refuse to require disclosure even though the
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plaintiff has no other way of obtaining essential
information.”).

On the other hand, the Second, Fifth and now D.C.
Circuits have all articulated variations of the narrower need-
exhaustion inquiry embraced by the court of appeals.? The
Tenth Circuit also applies a narrow test, noting only that a
district court may consider “the type of controversy” as well,
a factor that appears to relate largely to whether the civil suit
in question is a defamation action against the reporter.
Silkwood v. Kerr-McGee Corp., 563 F.2d 433, 438 (10th Cir.
1977). The Third Circuit applies a federal common law
privilege the contours of which are somewhat ambiguous, see
Riley v. City of Chester, 612 F.2d 708, 716 (3d Cir. 1979),
while the Sixth Circuit in a grand jury case appeared to reject
any protection from the compelled disclosure of confidential
sources at all, see Storer Communications, Inc. v. Giovan,
810 F.2d 580, 584 (6th Cir. 1987) (“we decline to join some
other circuit courts, to the extent that they have . . . adopted
the qualified privilege balancing process urged by the three
Branzburg dissenters and rejected by the majority”).’

8 See In re Selcraig, 705 F.2d 789, 792 (Sth Cir. 1983) (requiring
demonstration that “reasonable [and unsuccessful] efforts have been
made to learn the identity of the reporter’s informant by alternative
means” and “that knowledge of the identity of the informant is necessary
to proper preparation and presentation of the case”); In re Petrol. Prods.
Antitrust Litig., 680 F.2d 5, 7 (2d Cir. 1982) (disclosure may be ordered if
information is “highly material and relevant, necessary or critical to the
maintenance of the claim, and not obtainable from other available
sources™).

° Indeed, a district court in the Sixth Circuit recently held that Storer
precludes the recognition of any privilege in civil cases, but in the
alternative relied on the decision in this case for the proposition that
disclosure of the confidential source at issue must be compelled even if a
privilege did exist. See Lentz v. City of Cleveland, 2006 U.S. Dist. LEXIS
1510 at *77-79 (N.D. Ohio Jan. 18, 2006).
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Resolution by this Court of this important question is
particularly necessary because reporters across the country
are now experiencing an ever-growing wave of federal
subpoenas demanding the disclosure of their confidential
sources, particularly in civil proceedings. Just two civil
cases, both arising under the Privacy Act, have produced
subpoenas to almost twenty journalists: six in this case and
more than a dozen in a civil action instituted by Dr. Steven
Hatfill.'® The decision below, combined with recent
decisions by other courts of appeals holding several other
journalists in contempt as well,"* sends a broader message
that issuing subpoenas to virtually limitless numbers of
journalists is an acceptable litigation tool.

The decision below is likely to have an especially
disproportionate influence on the flow of information to the
public because civil cases arising under federal non-
disclosure laws like the Privacy Act tend to be concentrated
in the District of Columbia. See Zerilli v. Smith, 656 F.2d
705 (D.C. Cir. 1981); Tripp v. Dep’t of Def., 284 F. Supp. 2d
50 (D.D.C. 2003); Hatfill v. Ashcroft, No. 03-1793 (D.D.C.
Feb. 22, 2005). And, as Judges Tatel and Garland explained
below, the question of how a reporter’s privilege should be
defined is likely to be outcome-determinative in such a case.
App. 100a, 102a. Petitioners respectfully submit that the
time has now come for this Court to determine whether the
freedom that has historically been afforded the press to
acquire information of profound public concern from
confidential sources should be preserved.

0 See Hatfill v. Ashcroft, No. 03-1793 (D.D.C. filed Aug. 23, 2003).
Hatfill was identified by the Attorney General as a “person of interest” in
the government’s investigation of the anthrax attacks launched by mail in
2001and filed a brief amicus curiae in the court of appeals urging
affirmance of the contempt orders.

1 See note 4 supra (citing cases).
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IIILWHETHER A  REPORTER’S PRIVILEGE
SHOULD BE RECOGNIZED BY FEDERAL
COMMON LAW MERITS REVIEW BY THIS
COURT

Just as Branzburg touched off fierce debate within the
Circuits regarding the existence and scope of a reporter’s
privilege pursuant to the First Amendment, this Court’s
decision in Jaffee v. Redmond, 518 U.S. 1 (1996), has
accelerated a parallel debate concerning whether a privilege
should more appropriately be recognized as a matter of
federal common law. In 1975, Congress enacted Rule 501 of
the Federal Rules of Evidence, which requires federal courts
to apply the common law of evidentiary privileges “in the
light of reason and experience.” Fed. R. Evid. 501. Rule 501
authorizes federal courts to apply these guidelines to define
new common law privileges. Jaffee, 518 U.S. at 8-9;
Trammel v. United States, 445 U.S. 40, 47 (1980).
Consequently, a few lower federal courts began to address
the issue of a reporter’s privilege at common law shortly after
Rule 501 was promulgated, and disagreed even then about
whether one should be recognized. See, e.g., In re Grand
Jury Proceedings, 5 F.3d 397, 403 n.3 (9th Cir. 1993); Riley,
612 F.2d at 714.

This debate has intensified following Jaffee, in which this
Court recognized several factors relevant to evaluating
assertions of common law privilege, including: (1) whether
the privilege in question serves important public and private
interests; (2) whether recognition of the privilege would
outweigh any evidentiary benefit that would result from its
denial; and (3) whether the privilege is already recognized in
the states. Jaffee, 518 U.S. at 10-13. Applying these factors,
the Court recognized a patient-psychotherapist privilege
pursuant to federal common law. 7d.
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When these factors are applied to the reporter’s privilege,
they provide a persuasive argument for its recognition.
Jaffee is therefore changing the terms of the debate over the
privilege in the lower courts, rendering the three decades of
post-Branzburg jurisprudence concerning the existence and
scope of a reporter’s privilege under the First Amendment
increasingly irrelevant. As a result, the already confused
state of the law regarding the implications of Branzburg has
been thrown into even greater disarray. This Court’s
guidance concerning a common law reporter’s privilege
would likely go a long way toward resolving both that debate
and the larger divisions within the Circuits about the status of
the reporter’s privilege generally that have persisted since
Branzburg, including the issues that divided the court of
appeals here.*?

A. The Circuits are Divided Over a Common Law
Privilege

Three Circuits have squarely addressed the existence of a
common law privilege and, remarkably, have reached three
different results. The Third Circuit holds that “[t]he
legislative history of Rule 501 manifests that its flexible
language was designed to encompass, inter alia, a reporter’s

12 petitioners have asserted a federal common law privilege throughout
these proceedings. See, e.g., App. 74a (“Although this argument [the
existence of a common law privilege] was raised by the other journalists
in Lee, the Court of Appeals limited its analysis to the First
Amendment.”). The court of appeals chose not to address the issue, but it
is nevertheless appropriate for this Court to do so. The existence and
scope of a privilege are purely legal questions that require no
supplementation of the existing record. United States v. Locke, 471 U.S.
84, 92 n.9 (1985); see also id. at 93 (addressing question presented to but
not decided by any court below, where “the argument raises a question
sufficiently legal in nature that we choose to address it even in the
absence of lower court analysis™); Capital Cities Cable, Inc. v. Crisp, 467
U.S. 691, 698 (1984).
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privilege not to disclose a source,” Riley, 612 F.2d at 714,
and accordingly has recognized a privilege applicable in all
judicial proceedings, see United States v. Cuthbertson, 630
F.2d 139 (3d Cir. 1980) (criminal proceedings); Riley, 612
F.2d at 715 (civil proceedings); In re Grand Jury Subpoena
of Williams, 766 F. Supp. 358 (W.D. Pa. 1991), aff’d by an
equally divided court, 963 F.2d 567 (3d Cir. 1992) (grand
jury proceedings). The Ninth Circuit, on the other hand, has
expressly declined to follow the Third, at least in the context
of grand jury proceedings, on the grounds that “[w]e discern
nothing in the text of Rule 501, however, that sanctions the
creation of privileges by federal courts in contradiction of the
Supreme Court’s mandate [in Branzburg].” In re Grand Jury
Proceedings, 5 F.3d at 403 n.3.

For its part, the D.C. Circuit has left the question
undecided, because the panel that addressed it divided three
ways between one judge who would recognize a privilege
pursuant to Jaffee, one who would not, and a third who
thought it unnecessary to reach the issue in that case. See In
re Grand Jury Subpoena, Judith Miller, 397 F.3d 964 (D.C.
Cir. 2005). Even more recently, two district courts have
reached conflicting conclusions, including one that found yet
another reporter in contempt in this very case. Compare New
York Times Co. v. Gonzalez, 382 F. Supp. 2d 457, 508
(S.D.N.Y. 2005) with App. 86a."

The different positions taken by the Circuits regarding a
common law privilege have exacerbated the already
extraordinarily confusing patchwork of law governing the
reporter’s privilege that has emerged in the 34 years since
Branzburg. At present, in grand jury proceedings, one Circuit

3 Walter Pincus, a Washington Post reporter, was also subpoenaed by Dr.
Lee but his case has progressed more slowly in the district court. As a
result, he was just recently held in contempt and has filed a notice
appealing that order. App. 86a.
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(the Third) arguably recognizes a privilege under federal
common law,** one (the First) applies a balancing test
pursuant to the First Amendment,™ one (the Ninth)
recognizes no privilege at all,*® two (D.C. and the Sixth)
recognize no privilege under the First Amendment but
neither has resolved the common law question,'” and four
have not directly addressed the issue but have offered
conflicting dicta. Compare, e.g., McKevitt v. Pallasch, 339
F.3d 530, 532 (7th Cir. 2003) (“A large number of cases
conclude, rather surprisingly in light of Branzburg, that there
is a reporter’s privilege.”) with United States v. Burke, 70
F.2d 70, 77 (2d Cir. 1983) (“[Branzburg] recognized the
need to balance First Amendment values even where a
reporter is asked to testify before a grand jury.”). In other
criminal proceedings, one Circuit (the Third) recognizes a
common law privilege,'® five (the First, Second, Ninth,
Eleventh, and D.C.) apply what appears to be a First
Amendment-based privilege,'® at least two (the Fourth and

Y In re Grand Jury Subpoena of Williams, 766 F. Supp. 358, 367-69
(W.D. Pa. 1991), aff’d by an equally divided court, 963 F.2d 567 (3d Cir.
1992).

> In re Special Proceedings, 373 F.3d 37, 45 (1st Cir. 2004).
18 In re Grand Jury Proceedings, 5 F.3d 397, 400 (9th Cir. 1993).

Y In re Grand Jury Subpoena, Judith Miller, 397 F.3d 964, 970-73 (D.C.
Cir.), cert. denied, 125 S. Ct. 2977 (2005); Storer Commc’ns, Inc. v.
Giovan, 810 F.2d 580, 584-86 (6th Cir. 1987).

8 United States v. Cuthbertson, 630 F.2d 139, 146 (3d Cir. 1980).

¥ more Special Proceedings, 373 F.3d 37, 45 (1st Cir. 2004); United
States v. Ahn, 231 F.3d 26, 37 (D.C. Cir. 2000); United States v. Cutler, 6
F.3d 67, 70-71(2d Cir. 1993); United States v. Corporale, 806 F.2d 1487,
1504 (11th Cir. 1986); Farr v. Pitchess, 522 F.2d 464, 467-68 (9th Cir.
1975).
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Sixth) appear to reject any privilege,®® while two more (the
Fifth and Seventh) have strongly indicated they would reject
any privilege as well.** The equally muddled state of the law
in civil proceedings is outlined at pages 17-18 supra.

Plainly, any journalist considering a promise of
confidentiality to a source would find it impossible to know
what law, federal or state, might apply if an effort is made to
compel disclosure of a source’s identity. Nor can a journalist
know in advance if an effort to compel a source’s identity
will arise in a civil, criminal or grand jury context. There is
no other legal privilege that has generated this much division
within the Circuits. Review by this Court of the common
law question would therefore help to untangle the
jurisprudential morass that the law governing efforts to
compel discovery of a reporter’s confidential sources has
become.

B. This Court Should Clarify the Proper Application
of Jaffee v. Redmond in this Context

Most of the confusion in the lower courts regarding a
common law privilege would be resolved if this Court were
to clarify how Jaffee speaks to this question. The factors
articulated in Jaffee all point toward recognition of a
reporter’s privilege. With regard to the first Jaffee factor, the
text of the First Amendment confirms that the press serves
vital public interests. More to the point, as the news reports
cited on page 14 supra demonstrate, the press’s ability to
make credible promises of confidentiality to sources has
repeatedly proved to be vital to fulfillment of its core
function in a democracy.

2 \n re Shain, 978 F.2d 850, 853 (4th Cir. 1992); Giovan, 810 F.2d at
584-85.

2t McKevitt v. Pallasch, 339 F.3d 530, 532 (7th Cir. 2003); United States
v. Smith, 135 F.3d 963, 969 (5th Cir. 1998).
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Turning to the second Jaffee factor, refraining from
recognizing a privilege would produce only marginal
evidentiary benefit because, just as this Court found with
regard to the psychotherapist privilege, in such circumstances
the underlying communications would be deterred from ever
taking place. This Court has recognized many times that
anonymity can be essential for sources that possess
information important to the public but fear retaliation or
punishment if they speak publicly. See, e.g., Mclntyre v.
Ohio Elections Comm’n, 514 U.S. at 341-42; Talley v.
California, 362 U.S. 60, 65 (1960).

Finally, the experience of the states strongly supports
recognition of a common law reporter’s privilege. While only
17 states recognized any form of reporter’s privilege at the
time Branzburg was decided, all but one do so today by
statute or judicial decision.?? As this Court also noted in
analogous circumstances in Jaffee, the absence of a strong
federal privilege undermines this consensus reached by the
states. 518 U.S. at 13. Since a reporter considering a promise
of confidentiality to a source can rarely predict the
courthouse in which the issue of compelled disclosure might
later arise, the absence of a federal privilege negates the
protections recognized by most of the states.

That the issue of the proper application of Jaffee requires
review by this Court is apparent from the fact that the three
post-Jaffee cases to address it have split precisely evenly.?

%2 408 U.S. at 689 n.27; see New York Times Co. v. Gonzalez, 382 F.
Supp. 2d 457, 502-04 & nn.34-40 (S.D.N.Y. 2005) (citing statutes and
decisions).

B See In re Grand Jury Subpoena, Judith Miller, 397 F.3d 964 (D.C.
Cir.), cert. denied, 125 S. Ct. 2977 (2005) (dividing three ways on the
question); New York Times Co. v. Gonzalez, 382 F. Supp. 2d 457
(S.D.N.Y. 2005) (recognizing a common law privilege); App. 86
(declining to recognize a privilege).
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Absent intervention by this Court, every reporter faced with a
motion to compel disclosure of confidential sources will
point to Jaffee and reasonably maintain that any prior
decisions in the relevant jurisdiction casting doubt on the
existence or scope of a privilege are now irrelevant. Rather
than permit many more years of uncertainty over the
existence of a common law privilege to fester, this Court
should clarify the application of Jaffee to this important
question.

C. The Court of Appeals’ Narrow Test is Inconsistent
with this Court’s Decisions Governing the Scope of
Common Law Privileges

Whether a common law reporter’s privilege exists has a
direct bearing on the outcome of this case because the test
applied by the court of appeals is fundamentally inconsistent
with the both the very nature of a common law privilege and
the scope of the reporter’s privilege that is applied in most of
the states. As a general matter, no evidentiary privilege raised
by a private party may be overcome simply by showing that
the evidence requested is necessary to a litigant’s case and
unavailable elsewhere. Indeed, Jaffee explicitly rejected any
definition of the patient-therapist privilege that would look
solely to a party’s “evidentiary need for disclosure,” a test
not materially different than the one applied by the court of
appeals. 518 U.S. at 17. Rather, privileges reflect a judgment
that the public good served by them presumptively outweighs
society’s general interest in uncovering the truth in judicial
proceedings. Id. at 9.

Moreover, if this case had arisen under state law, more
than half of the 31 states (and the District of Columbia) that
have enacted shield statutes would have granted these
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petitioners an absolute privilege.?* Most of the rest would
have applied a test similar to the balancing exercise
advocated by Judges Tatel and Garland, requiring
demonstration of a broader compelling interest in disclosure
in addition to satisfaction of the need-exhaustion standard.?
Indeed, those judges who have recognized a common law
privilege since Jaffee have defined it as a broad balancing
test. See Miller, 397 F.3d at 997-98 (Tatel, J., concurring in
judgment); Gonzalez, 382 F. Supp. 2d at 512. As a result,
recognition of a common law privilege would likely change
the outcome of this case.

IV.THE CIRCUITS ARE DIVIDED OVER THE
APPLICABLE STANDARD OF REVIEW AND THE
DECISION BELOW CONFLICTS WITH THIS
COURT’S DECISIONS REGARDING APPELLATE
REVIEW OF FIRST AMENDMENT QUESTIONS

The court of appeals held that a district court’s
application of the reporter’s privilege to the facts of any case
should be reviewed deferentially for abuse of discretion.
App. 11. This conclusion, in conjunction with the court’s
narrow definition of the applicable substantive standard,
sends a message to trial courts that subpoenas seeking the

% Ala. Code § 12-21-142; Ariz. Rev. Stat. §§ 12-2214, 12-2237; Ark.
Code Ann. 8§ 16-85-510; Cal. Evid. Code § 1070; Del. Code Ann. tit. 10,
88 4320-26; D.C. Code Ann. 88 16-4701 to 4704; Ind. Code 88 34-46-4-
1 & 34-46-4-2; Ky. Rev. Stat. Ann. § 421.100; Md. Code Ann., Cts. &
Jud. Proc. § 9-112; Mont. Code Ann. 88 26-1-901 to 903; Neb. Rev. Stat.
88 20-144 to 147; Nev. Rev. Stat. § 49.275; N.J. Stat. Ann. 88 2A:84A-
21 to 2A:84A-21.8; N.Y. Civ. Rights Law § 79-h; Ohio Rev. Code Ann.
88 2739.04 & 2739.12; Or. Rev. Stat. 8§ 44.510-.540; 42 Pa. Cons. Stat.
§5942; R.l. Gen. Laws 88 9-19.1-3.

 Alaska Stat. §§ 09.25.310-320; Colo. Rev. Stat. § 13-90-119; Fla. Stat.
Ann. §90.5015; La. Rev. Stat. Ann. § 45:1453; Minn. Stat. Ann.
§595.024; N.M. R. Evid. 11-514; N.D. Cent. Code § 31-01-06.2; Tenn.
Code Ann. § 24-1-208.
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compelled disclosure of confidential sources may now be
readily entertained. In addition, it conflicts with the decisions
of the two other Circuits that have addressed what standard
of review applies in the reporter’s privilege context.

Both the Ninth and Eleventh Circuits hold that a district
court’s application of the legal standard embodied in the
reporter’s privilege to the facts must be reviewed de novo.
See Price v. Time, Inc., 416 F.3d 1327, 1334 (11th Cir.
2005); Shoen v. Shoen, 48 F.3d 412, 414 (9th Cir. 1995). In
both Price and Shoen, the application of de novo review
resulted in the reversal of disclosure orders. In Price, the
orders were reversed because the Eleventh Circuit found that
the plaintiff had not exhausted alternative sources, 416 F.3d
at 1346-47, while in Shoen, the Ninth Circuit found an
insufficient demonstration of need by the subpoenaing party,
48 F.3d at 417-18.

Application of de novo review to the question of whether
the district court correctly applied even the D.C. Circuit’s
narrow two-part test could well affect the outcome of these
cases as well. Many of the journalists now in contempt
raised serious arguments below addressing whether the
confidential source information contained in their news
reports even violated the Privacy Act, and several also
asserted that Dr. Lee had made little or no effort to ask any of
the government employees he deposed whether they had
leaked information to these journalists. See, e.g., Drogin &
Hebert Br. at 25-32, Thomas Br. at 15-22.

It is therefore especially significant that the decision
below also seriously misconstrues this Court’s decisions
regarding appellate review of any assertion of First
Amendment rights rejected by a lower court. The court of
appeals appears to have assumed that it either had to apply
the standard of independent appellate review articulated by
this Court in Bose Corp. v. Consumers Union, 466 U.S. 485
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(1984), or limit its review to abuse of discretion, since those
were the only two options it addressed. App. 9a-11a. That
premise, however, is itself erroneous.

The principal question raised below was whether a court
of appeals must review de novo a district court’s application
of the law governing a reporter’s privilege to the underlying
facts of each case. In this case, the historical facts
themselves, such as what depositions were taken, what each
journalist reported, etc., were never in dispute. All of the
justices on this Court in Bose accepted the proposition that
review of such mixed questions of law and fact as the
application of a legal standard required by the First
Amendment must be reviewed de novo. See, e.g., 466 U.S. at
517 (Rehnquist, J., dissenting). The question presented in
Bose and its progeny was a decidedly different one — i.e,
whether de novo review of a trial court’s underlying factual
findings is also required. See Boy Scouts of Am. v. Dale, 530
U.S. 640, 648-49 (2000); Hurley v. Irish-Am. Gay, Lesbian &
Bisexual Group of Boston, 515 U.S. 557, 567-68 (1995). The
court of appeals’ conclusion that a denial of an asserted First
Amendment right may be reviewed for abuse of discretion,
with the exception only of the court’s articulation of the
applicable substantive legal standard, simply has no support
in this Court’s jurisprudence.

Seattle Times Co. v. Rhinehart, 467 U.S. 20 (1984), upon
which the court of appeals relied, certainly does not support
that proposition. Seattle Times simply held that no First
Amendment scrutiny of the specific discovery orders at issue
in that case (protective orders governing the conduct of
parties to civil litigation) was warranted because those orders
implicated no substantive constitutional rights in the first
place. Id. at 37. The court of appeals’ decision in this case
therefore sends an unprecedented signal to district courts that
First Amendment rights are somehow less worthy of
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protection when they are placed in jeopardy by a discovery
order. This Court’s guidance with respect to the appropriate
standard of review is therefore necessary to resolve the
conflict the decision below has created and to make clear that
the important constitutional rights reflected in even the
limited privilege recognized by the court of appeals require
de novo review of a district court’s application of the
governing substantive test to the facts of each reporter’s case.

CONCLUSION

For the foregoing reasons, the petition for a writ of
certiorari should be granted.

Respectfully submitted,

FLoYD ABRAMS LEE LEVINE
JOEL KURTZBERG Counsel of Record
CAHILL GORDON NATHAN SIEGEL

& REINDEL LLP CHAD R. BowMAN
80 Pine Street LEVINE SULLIVAN KOCH
New York, N.Y. 10005 & ScHuLz, L.L.P.
(212) 701-3000 1050 17th Street, N.W.

Ste. 800

Attorneys for Petitioner

James Risen Washington, D.C. 20036

(202) 508-1100

Attorneys for Petitioners Bob
Drogin and H. Josef Hebert

January 31, 2006



122a
the individual may bring a civil action against the agency,
and the district courts of the United States shall have
jurisdiction in the matters under the provisions of this
subsection.

2

(A) In any suit brought under the provisions of
subsection (g)(1)(A) of this section, the court may
order the agency to amend the individual's record
in accordance with his request or in such other
way as the court may direct. In such a case the
court shall determine the matter de novo.

(B) The court may assess against the United
States reasonable attorney fees and other litigation
costs reasonably incurred in any case under this
paragraph in which the complainant has
substantially prevailed.

3

(A) In any suit brought under the provisions of
subsection (g)(1)(B) of this section, the court may
enjoin the agency from withholding the records
and order the production to the complainant of
any agency records improperly withheld from
him. In such a case the court shall determine the
matter de novo, and may examine the contents of
any agency records in camera to determine
whether the records or any portion thereof may be
withheld under any of the exemptions set forth in
subsection (k) of this section, and the burden is on
the agency to sustain its action.

(B) The court may assess against the United
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States reasonable attorney fees and other litigation
costs reasonably incurred in any case under this
paragraph in which the complainant has
substantially prevailed.

(4) In any suit brought under the provisions of
subsection (g)(1)(C) or (D) of this section in which
the court determines that the agency acted in a
manner which was intentional or willful, the United
States shall be liable to the individual in an amount
equal to the sum of--

(A) actual damages sustained by the individual as
a result of the refusal or failure, but in no case
shall a person entitled to recovery receive less
than the sum of $1,000; and

(B) the costs of the action together with
reasonable attorney fees as determined by the
court.

(5) An action to enforce any liability created under
this section may be brought in the district court of the
United States in the district in which the complainant
resides, or has his principal place of business, or in
which the agency records are situated, or in the
District of Columbia, without regard to the amount in
controversy, within two years from the date on which
the cause of action arises, except that where an
agency has materially and willfully misrepresented
any information required under this section to be
disclosed to an individual and the information so
misrepresented is material to establishment of the
liability of the agency to the individual under this
section, the action may be brought at any time within
two years after discovery by the individual of the
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misrepresentation. Nothing in this section shall be
construed to authorize any civil action by reason of
any injury sustained as the result of a disclosure of a
record prior to September 27, 1975.

(h) Rights of legal guardians.--For the purposes of this
section, the parent of any minor, or the legal guardian of
any individual who has been declared to be incompetent
due to physical or mental incapacity or age by a court of
competent jurisdiction, may act on behalf of the
individual.

(@

(1) Criminal penalties.--Any officer or employee of
an agency, who by virtue of his employment or
official position, has possession of, or access to,
agency records which  contain individually
identifiable information the disclosure of which is
prohibited by this section or by rules or regulations
established thereunder, and who knowing that
disclosure of the specific material is so prohibited,
willfully discloses the material in any manner to any
person or agency not entitled to receive it, shall be
guilty of a misdemeanor and fined not more than
$5,000.

(2) Any officer or employee of any agency who
willfully maintains a system of records without
meeting the notice requirements of subsection (€)(4)
of this section shall be guilty of a misdemeanor and
fined not more than $5,000.

(3) Any person who knowingly and willfully requests
or obtains any record concerning an individual from
an agency under false pretenses shall be guilty of a
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misdemeanor and fined not more than $5,000.

(j) General exemptions.--The head of any agency may
promulgate rules, in accordance with the requirements
(including general notice) of sections 553(b)(1), (2), and
(3), (c), and (e) of this title, to exempt any system of
records within the agency from any part of this section
except subsections (b), (c)(1) and (2), (e)(4)(A) through
(F), (e)(6), (7), (9), (10), and (11), and (i) if the system of
records is--

(1) maintained by the Central Intelligence Agency; or

(2) maintained by an agency or component thereof
which performs as its principal function any activity
pertaining to the enforcement of criminal laws,
including police efforts to prevent, control, or reduce
crime or to apprehend criminals, and the activities of
prosecutors, courts, correctional, probation, pardon,
or parole authorities, and which consists of (A)
information compiled for the purpose of identifying
individual criminal offenders and alleged offenders
and consisting only of identifying data and notations
of arrests, the nature and disposition of criminal
charges, sentencing, confinement, release, and parole
and probation status; (B) information compiled for
the purpose of a criminal investigation, including
reports of informants and investigators, and
associated with an identifiable individual; or (C)
reports identifiable to an individual compiled at any
stage of the process of enforcement of the criminal
laws from arrest or indictment through release from
supervision.

At the time rules are adopted under this subsection, the
agency shall include in the statement required under
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section 553(c) of this title, the reasons why the system of
records is to be exempted from a provision of this
section.

(k) Specific exemptions.--The head of any agency may
promulgate rules, in accordance with the requirements
(including general notice) of sections 553(b)(1), (2), and
(3), (c), and (e) of this title, to exempt any system of
records within the agency from subsections (c)(3), (d),
©)(2), (e)(4)(G), (H), and (I) and (f) of this section if the
system of records is--

(1) subject to the provisions of section 552(b)(1) of
this title;

(2) investigatory material compiled for law
enforcement purposes, other than material within the
scope of subsection (j)(2) of this section: Provided,
however, That if any individual is denied any right,
privilege, or benefit that he would otherwise be
entitled by Federal law, or for which he would
otherwise be eligible, as a result of the maintenance
of such material, such material shall be provided to
such individual, except to the extent that the
disclosure of such material would reveal the identity
of a source who furnished information to the
Government under an express promise that the
identity of the source would be held in confidence, or,
prior to the effective date of this section, under an
implied promise that the identity of the source would
be held in confidence;

(3) maintained in connection with providing
protective services to the President of the United
States or other individuals pursuant to section 3056 of
title 18;
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(4) required by statute to be maintained and used
solely as statistical records;

(5) investigatory material compiled solely for the
purpose of determining suitability, eligibility, or
qualifications for Federal civilian employment,
military service, Federal contracts, or access to
classified information, but only to the extent that the
disclosure of such material would reveal the identity
of a source who furnished information to the
Government under an express promise that the
identity of the source would be held in confidence, or,
prior to the effective date of this section, under an
implied promise that the identity of the source would
be held in confidence;

(6) testing or examination material used solely to
determine individual qualifications for appointment
or promotion in the Federal service the disclosure of
which would compromise the objectivity or fairness
of the testing or examination process; or

(7) evaluation material used to determine potential for
promotion in the armed services, but only to the
extent that the disclosure of such material would
reveal the identity of a source who furnished
information to the Government under an express
promise that the identity of the source would be held
in confidence, or, prior to the effective date of this
section, under an implied promise that the identity of
the source would be held in confidence.

At the time rules are adopted under this subsection, the
agency shall include in the statement required under
section 553(c) of this title, the reasons why the system of
records is to be exempted from a provision of this
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section.

M

(1) Archival records.--Each agency record which is
accepted by the Archivist of the United States for
storage, processing, and servicing in accordance with
section 3103 of title 44 shall, for the purposes of this
section, be considered to be maintained by the agency
which deposited the record and shall be subject to the
provisions of this section. The Archivist of the
United States shall not disclose the record except to
the agency which maintains the record, or under rules
established by that agency which are not inconsistent
with the provisions of this section.

(2) Each agency record pertaining to an identifiable
individual which was transferred to the National
Archives of the United States as a record which has
sufficient historical or other value to warrant its
continued preservation by the United States
Government, prior to the effective date of this section,
shall, for the purposes of this section, be considered
to be maintained by the National Archives and shall
not be subject to the provisions of this section, except
that a statement generally describing such records
(modeled after the requirements relating to records
subject to subsections (e)(4)(A) through (G) of this
section) shall be published in the Federal Register.

(3) Each agency record pertaining to an identifiable
individual which is transferred to the National
Archives of the United States as a record which has
sufficient historical or other value to warrant its
continued preservation by the United States
Government, on or after the effective date of this
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section, shall, for the purposes of this section, be
considered to be maintained by the National Archives
and shall be exempt from the requirements of this
section except subsections (e)(4)(A) through (G) and
(€)(9) of this section.

(1) Government contractors.--When an agency
provides by a contract for the operation by or on
behalf of the agency of a system of records to
accomplish an agency function, the agency shall,
consistent with its authority, cause the requirements
of this section to be applied to such system. For
purposes of subsection (i) of this section any such
contractor and any employee of such contractor, if
such contract is agreed to on or after the effective date
of this section, shall be considered to be an employee
of an agency.

(2) A consumer reporting agency to which a record is
disclosed under section 3711(e) of title 31 shall not be
considered a contractor for the purposes of this
section.

(n) Mailing lists.--An individual's name and address may
not be sold or rented by an agency unless such action is
specifically authorized by law. This provision shall not
be construed to require the withholding of names and
addresses otherwise permitted to be made public.

(o) Matching agreements.--

(1) No record which is contained in a system of
records may be disclosed to a recipient agency or
non-Federal agency for use in a computer matching
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program except pursuant to a written agreement
between the source agency and the recipient agency
or non-Federal agency specifying--

(A) the purpose and legal authority for conducting
the program;

(B) the justification for the program and the
anticipated results, including a specific estimate
of any savings;

(C) a description of the records that will be
matched, including each data element that will be
used, the approximate number of records that will
be matched, and the projected starting and
completion dates of the matching program;

(D) procedures for providing individualized
notice at the time of application, and notice
periodically thereafter as directed by the Data
Integrity Board of such agency (subject to
guidance provided by the Director of the Office of
Management and Budget pursuant to subsection
(v)), to--

(i) applicants for and recipients of financial
assistance or payments under Federal benefit
programs, and

(i) applicants for and holders of positions as
Federal personnel,

that any information provided by such applicants,
recipients, holders, and individuals may be
subject to verification through matching
programs;
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(E) procedures for verifying information
produced in such matching program as required
by subsection (p);

(F) procedures for the retention and timely
destruction of identifiable records created by a
recipient agency or non-Federal agency in such
matching program;

(G) procedures for ensuring the administrative,
technical, and physical security of the records
matched and the results of such programs;

(H) prohibitions on duplication and redisclosure
of records provided by the source agency within
or outside the recipient agency or the non-Federal
agency, except where required by law or essential
to the conduct of the matching program;

(I) procedures governing the use by a recipient
agency or non-Federal agency of records provided
in a matching program by a source agency,
including procedures governing return of the
records to the source agency or destruction of
records used in such program;

(J) information on assessments that have been
made on the accuracy of the records that will be
used in such matching program; and

(K) that the Comptroller General may have access
to all records of a recipient agency or a non-
Federal agency that the Comptroller General
deems necessary in order to monitor or verify
compliance with the agreement.
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(A) A copy of each agreement entered into
pursuant to paragraph (1) shall--

(i) be transmitted to the Committee on
Governmental Affairs of the Senate and the
Committee on Government Operations of the
House of Representatives; and

(ii) be available upon request to the public.

(B) No such agreement shall be effective until 30
days after the date on which such a copy is
transmitted pursuant to subparagraph (A)(i).

(C) Such an agreement shall remain in effect only
for such period, not to exceed 18 months, as the
Data Integrity Board of the agency determines is
appropriate in light of the purposes, and length of
time necessary for the conduct, of the matching
program.

(D) Within 3 months prior to the expiration of
such an agreement pursuant to subparagraph (C),
the Data Integrity Board of the agency may,
without additional review, renew the matching
agreement for a current, ongoing matching
program for not more than one additional year if--

(i) such program will be conducted without
any change; and

(ii) each party to the agreement certifies to the
Board in writing that the program has been
conducted in compliance with the agreement.
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(p) Verification and opportunity to contest findings.--

(1) In order to protect any individual whose records
are used in a matching program, no recipient agency,
non-Federal agency, or source agency may suspend,
terminate, reduce, or make a final denial of any
financial assistance or payment under a Federal
benefit program to such individual, or take other
adverse action against such individual, as a result of
information produced by such matching program,
until--

(A)

(i) the agency has independently verified the
information; or

(ii) the Data Integrity Board of the agency, or
in the case of a non-Federal agency the Data
Integrity Board of the source agency,
determines in accordance with guidance
issued by the Director of the Office of
Management and Budget that--

(I) the information is limited to
identification and amount of benefits paid
by the source agency under a Federal
benefit program; and

(IT) there is a high degree of confidence
that the information provided to the
recipient agency is accurate;

(B) the individual receives a notice from the
agency containing a statement of its findings and
informing the individual of the opportunity to
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contest such findings; and

©

(i) the expiration of any time period
established for the program by statute or
regulation for the individual to respond to that
notice; or

(ii) in the case of a program for which no such
period is established, the end of the 30-day
period beginning on the date on which notice
under subparagraph (B) is mailed or otherwise
provided to the individual.

(2) Independent verification referred to in paragraph
(1) requires investigation and confirmation of specific
information relating to an individual that is used as a
basis for an adverse action against the individual,
including where applicable investigation and
confirmation of--

(A) the amount of any asset or income involved;

(B) whether such individual actually has or had
access to such asset or income for such
individual's own use; and

(C) the period or periods when the individual
actually had such asset or income.

(3) Notwithstanding paragraph (1), an agency may
take any appropriate action otherwise prohibited by
such paragraph if the agency determines that the
public health or public safety may be adversely
affected or significantly threatened during any notice
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period required by such paragraph.

(q) Sanctions.--

(1) Notwithstanding any other provision of law, no
source agency may disclose any record which is
contained in a system of records to a recipient agency
or non-Federal agency for a matching program if such
source agency has reason to believe that the
requirements of subsection (p), or any matching
agreement entered into pursuant to subsection (0), or
both, are not being met by such recipient agency.

(2) No source agency may renew a matching
agreement unless--

(A) the recipient agency or non-Federal agency
has certified that it has complied with the
provisions of that agreement; and

(B) the source agency has no reason to believe
that the certification is inaccurate.

(r) Report on new systems and matching programs.--
Each agency that proposes to establish or make a
significant change in a system of records or a matching
program shall provide adequate advance notice of any
such proposal (in duplicate) to the Committee on
Government Operations of the House of Representatives,
the Committee on Governmental Affairs of the Senate,
and the Office of Management and Budget in order to
permit an evaluation of the probable or potential effect of
such proposal on the privacy or other rights of
individuals.

(s) Biennial report.--The President shall biennially
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submit to the Speaker of the House of Representatives
and the President pro tempore of the Senate a report--

(1) describing the actions of the Director of the Office
of Management and Budget pursuant to section 6 of
the Privacy Act of 1974 during the preceding 2 years;

(2) describing the exercise of individual rights of
access and amendment under this section during such
years;

(3) identifying changes in or additions to systems of
records;

(4) containing such other information concerning
administration of this section as may be necessary or
useful to the Congress in reviewing the effectiveness
of this section in carrying out the purposes of the
Privacy Act of 1974.

(t)

(1) Effect of other laws.--No agency shall rely on
any exemption contained in section 552 of this title to
withhold from an individual any record which is
otherwise accessible to such individual under the
provisions of this section.

(2) No agency shall rely on any exemption in this
section to withhold from an individual any record
which is otherwise accessible to such individual
under the provisions of section 552 of this title.

(u) Data Integrity Boards.—

(1) Every agency conducting or participating in a
matching program shall establish a Data Integrity
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Board to oversee and coordinate among the various
components of such agency the agency's
implementation of this section.

(2) Each Data Integrity Board shall consist of senior
officials designated by the head of the agency, and
shall include any senior official designated by the
head of the agency as responsible for implementation
of this section, and the inspector general of the
agency, if any. The inspector general shall not serve
as chairman of the Data Integrity Board.

(3) Each Data Integrity Board--

(A) shall review, approve, and maintain all
written agreements for receipt or disclosure of
agency records for matching programs to ensure
compliance with subsection (0), and all relevant
statutes, regulations, and guidelines;

(B) shall review all matching programs in which
the agency has participated during the year, either
as a source agency or recipient agency, determine
compliance with applicable laws, regulations,
guidelines, and agency agreements, and assess the
costs and benefits of such programs;

(C) shall review all recurring matching programs
in which the agency has participated during the
year, either as a source agency or recipient
agency, for continued justification for such
disclosures;

(D) shall compile an annual report, which shall be
submitted to the head of the agency and the Office
of Management and Budget and made available to



138a
the public on request, describing the matching
activities of the agency, including--

(i) matching programs in which the agency
has participated as a source agency or
recipient agency;

(ii) matching agreements proposed under
subsection (0) that were disapproved by the
Board;

(iii) any changes in membership or structure
of the Board in the preceding year;

(iv) the reasons for any waiver of the
requirement in paragraph (4) of this section
for completion and submission of a cost-
benefit analysis prior to the approval of a
matching program;

(v) any violations of matching agreements that
have been alleged or identified and any
corrective action taken; and

(vi) any other information required by the
Director of the Office of Management and
Budget to be included in such report;

(E) shall serve as a clearinghouse for receiving
and providing information on the accuracy,
completeness, and reliability of records used in
matching programs;

(F) shall provide interpretation and guidance to
agency components and personnel on the
requirements of this section for matching
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programs;

(G) shall review agency recordkeeping and
disposal policies and practices for matching
programs to assure compliance with this section;
and

(H) may review and report on any agency
matching activities that are not matching
programs.

@

(A) Except as provided in subparagraphs (B) and
(C), a Data Integrity Board shall not approve any
written agreement for a matching program unless
the agency has completed and submitted to such
Board a cost-benefit analysis of the proposed
program and such analysis demonstrates that the
program is likely to be cost effective.

(B) The Board may waive the requirements of
subparagraph (A) of this paragraph if it
determines in writing, in accordance with
guidelines prescribed by the Director of the Office
of Management and Budget, that a cost-benefit
analysis is not required.

(C) A cost-benefit analysis shall not be required
under subparagraph (A) prior to the initial
approval of a written agreement for a matching
program that is specifically required by statute.
Any subsequent written agreement for such a
program shall not be approved by the Data
Integrity Board unless the agency has submitted a
cost-benefit analysis of the program as conducted
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under the preceding approval of such agreement.

(A) If a matching agreement is disapproved by a
Data Integrity Board, any party to such agreement
may appeal the disapproval to the Director of the
Office of Management and Budget. Timely
notice of the filing of such an appeal shall be
provided by the Director of the Office of
Management and Budget to the Committee on
Governmental Affairs of the Senate and the
Committee on Government Operations of the
House of Representatives.

(B) The Director of the Office of Management
and Budget may approve a matching agreement
notwithstanding the disapproval of a Data
Integrity Board if the Director determines that--

(i) the matching program will be consistent
with all applicable legal, regulatory, and
policy requirements;

(ii) there is adequate evidence that the
matching agreement will be cost-effective;
and

(iii) the matching program is in the public
interest.

(C) The decision of the Director to approve a
matching agreement shall not take effect until 30
days after it is reported to committees described in
subparagraph (A).
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(D) If the Data Integrity Board and the Director of
the Office of Management and Budget disapprove
a matching program proposed by the inspector
general of an agency, the inspector general may
report the disapproval to the head of the agency
and to the Congress.

(6) In the reports required by paragraph (3)(D),
agency matching activities that are not matching
programs may be reported on an aggregate basis, if
and to the extent necessary to protect ongoing law
enforcement or counterintelligence investigations.

[(7) Redesignated (6)]

(v) Office of Management and Budget
responsibilities.--The Director of the Office
of Management and Budget shall--

(1) develop and, after notice and opportunity for
public comment, prescribe guidelines and regulations
for the use of agencies in implementing the
provisions of this section; and

(2) provide continuing assistance to and oversight of
the implementation of this section by agencies.
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Federal Rules of Evidence: Rule 501

Except as otherwise required by the Constitution of the
United States or provided by Act of Congress or in rules
prescribed by the Supreme Court pursuant to statutory
authority, the privilege of a witness, person, government,
State or political subdivision thereof shall be governed by the
principles of the common law as they may be interpreted by
the courts of the United States in the light of reason and
experience. However, in civil actions and proceedings, with
respect to an element of a claim or defense as to which State
law supplies the rule of decision, the privilege of a witness,
person, government, State, or political subdivision thereof
shall be determined in accordance with State law.

(Pub.L. 93-595, § 1, Jan. 2, 1975, 88 Stat. 1933.)



143a
UNITED STATES DISTRICT COURT
FOR THE DISTRICT OF COLUMBIA

DR. WEN HO LEE, SYLVIA LEE,
80 Barcelona Avenue
Los Alamos, New Mexico 87544

Plaintiffs,
V.

UNITED STATES DEPARTMENT OF
JUSTICE

Main Justice Building

10" Street and Constitution Ave., N.W.
Washington, D.C. 20530

FEDERAL BUREAU OF
INVESTIGATION

J. Edgar Hoover Bulding

935 Pennsylvania Ave., N.W.
Washington, D.C. 20535

UNITED STATES DEPARTMENT OF
ENERGY

Forrestal Building

1000 Independence Ave., S.E.
Washington, D.C. 20585

JANE AND JOHN DOE 1 through 99
Addresses Unknown

Defendants
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Civil Action No. 1:99CV03380 (TPJ)
(Judge Jackson)

SECOND AMENDED COMPLAINT

Plaintiffs Dr. Wen Ho Lee and Sylvia Lee (“Plaintiffs”),
on information and belief, allege as follows:

INTRODUCTION

1. This is a civil action for relief under the Privacy Act
of 1974 (“the Privacy Act”), 5 U.S.C. § 552a, arising out of
the unlawful disclosure of private records maintained by the
United States Department of Justice (“*DOJ”), the Federal
Bureau of Investigation (“FBI”), and the United States
Department of Energy (“DOE”) (collectively “Defendants”)
on Dr. Wen Ho Lee (“Dr. Lee”) and his wife, Sylvia Lee.
From 1996 to the present, Defendants conducted
investigations of Plaintiffs and gathered private information
about Plaintiffs. Since early 1999, Defendants have willfully
and intentionally leaked private information about Plaintiffs
to the media and other third parties, without Plaintiffs’
consent, in violation of the Privacy Act. National and
international news outlets have specifically attributed
personal and confidential information about Plaintiffs from
these investigations to sources within the DOJ, FBI, and
DOE. Each unauthorized disclosure made by Defendants, or
one of their officers or employees, constituted a separate
violation subject to criminal conviction and monetary
sanctions under Section 552a(i) of the Privacy Act.
Defendants’ leaks also constituted violations of Rule 6(e) of
the Federal Rules of Criminal Procedure and 28 C.F.R. § 50.

2. These unlawful leaks were designed to divert
attention from Defendants’ inability to maintain proper
security procedures at the nation’s nuclear laboratories. The
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illegal leaks promoted the FBI’s and the DOE’s efforts to
pressure the DOJ to bring criminal charges against Dr. Lee.
Defendants’ impermissible disclosures of private information
pertaining to Plaintiffs were especially egregious because
Defendants selectively leaked misleading information
designed to convince the public that Dr. Lee had engaged in
espionage activities for the People’s Republic of China (“the
PRC”). Defendants’ unlawful disclosures of information
have persisted despite Plaintiffs’ repeated requests for such
improper conduct to cease.

3. Congress enacted the Privacy Act to promote
fundamental principles of individual privacy and fairness.
To further these principles, the Privacy Act requires federal
agencies to observe constitutional rules in the
computerization, collection, management, use, and disclosure
of information about individuals. The Privacy Act expressly
prohibits the unauthorized disclosure of confidential and
personal information maintained by federal agencies. Any
unauthorized release of private information is a violation of
the Privacy Act, regardless of whether the leaked information
is accurate. The Privacy Act provides that each unlawful
disclosure of private information is punishable as a separate
criminal offense. The Privacy Act’s concerns are at their
zenith where — as in this case — federal agencies compile
private information about individuals primarily for
investigative purposes.

PARTIES

4. Plaintiff Dr. Wen Ho Lee is a citizen of the United
States and a resident of the State of New Mexico.

5. Plaintiff Sylvia Lee is a citizen of the United States
and a resident of the State of New Mexico.
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6. Defendant United States Department of Justice is an
agency of the Executive Branch of the United States
Government that maintains a system of records containing
information pertaining to Plaintiffs.

7. Defendant Federal Bureau of Investigation is an
agency of the Executive Branch of the United States
Government that maintains a system of records containing
information pertaining to Plaintiffs.

8. Defendant United States Department of Energy is an
agency of the Executive Branch of the United States
Government that maintains a system of records containing
information pertaining to Plaintiffs.

9. Defendants Jane and John Doe 1 through 99, whose
identities are unknown at this time, are responsible in some
manner for the actions, injuries, and damages alleged herein.
Plaintiff will seek leave to amend this Complaint to add the
true names and capacities of these individuals when they
have been ascertained.

10. Each of the Defendants were the agents, servants,
partners, officers, directors, and/or employees of each of the
other Defendants named herein, and in doing the acts alleged
herein were acting within the scope of such agency and
employment, and with the knowledge, approval, and
ratification of each of the other Defendants.

JURISDICTION AND VENUE

11. This Court has jurisdiction pursuant to the Privacy
Act, 5 U.S.C. 8 552a(g)(1), and 28 U.S.C. § 1331.

12. Venue is proper in this District pursuant to the
Privacy Act, 5 U.S.C. § 552a(g)(5).
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BACKGROUND FACTS

13. Dr. Wen Ho Lee was born in Nantou, Taiwan in
1939. He graduated from Cheng Kung University in 1963,
earning a Bachelor’s of Science degree in mechanical
engineering. Dr. Lee came to the United States in 1965 and
began his graduate studies in mechanical engineering at
Texas A&M University. Dr. Lee received his doctorate
degree in 1969. In 1974, Dr. Lee became a naturalized
United States citizen. After working at several research
firms, Dr. Lee accepted a position at Los Alamos National
Laboratory (“LANL”) in 1978, where he worked in applied
mathematics and fluid dynamics until 1999. Dr. Lee
possessed “Q” level security clearance — the highest level
clearance issued by the government — while working at
LANL.

14. Sylvia Lee was born in Hunan, China in 1943. She
emigrated to the United States in 1969 and became a
naturalized American citizen in 1977. Before retiring in
1995, Mrs. Lee was employed at LANL, first as a secretary
for two years and then as a data analyst for thirteen years.
While working at LANL, she held a “Q” level security
clearance issued by the government.

15. The genesis of this case can be traved back to 1995,
when a Chinese scientist approached Taiwanese and/or CIA
officials offering to spy for the United States. The scientist
delivered a 1988 document suggesting that the PRC had
obtained information on America’s W-88 miniaturized
nuclear warhead. The CIA determined that the document
contained mostly declassified and flawed information. The
CIA also concluded that the 1988 document did not prove
that the PRC actually possessed the W-88 technology. The
CIA concluded that the scientist was probably a spy for the
PRC and rejected his offer.
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16. Despite the CIA’s conclusion, Nortra Trulock, acting
director of counterintelligence for the DOE in 1996, took a
different view. Trulock formed a personal opinion that the
PRC had stolen classified information on the W-88 from the
United States. Trulock rejected the CIA’s intelligence, which
indicated that the PRC may have obtained general
information on warhead miniaturization from Russia or had
developed improvements themselves. Trulock’s persistence
lead the FBI to initiate one of the most extensive
investigations in United States history. Although rejected by
the CIA and other intelligence analysts, Trulock’s conclusion
of Chinese espionage at nuclear laboratories was
subsequently adopted by a sub-committee in the House of
Representatives chaired by Republican Representative
Christopher Cox. The Cox Committee was investigating
whether 1996 contributions to the Clinton reelection
campaign helped the PRC obtain classified satellite
technology. Trulock was the Cox Committee’s star witness
and his testimony pointed the finger at Dr. Lee as the DOE’s
“chief suspect” in the alleged theft of the W-88 technology.

The Unlawful Leaks Leading Up to the March 6, 1999,
The New York Times Story

17. On March 6, 1999, The New York Times published a
story written by James Risen and Jeff Gerth entitled, “China
Stole Nulcear Secrets for Bombs, U.S. Aides Say,” which
publicly revealed the details of Defendants’ investigation of
Plaintiffs.  (Exhibit 1). Risen and Gerth reported that
government officials believed the PRC had in fact stolen
nuclear secrets from LANL, a charge that has not been
proven to this day. Risen and Gerth quoted unnamed
government officials saying that the primary suspect in the
alleged theft — soon thereafter identified as Dr. Lee — was a
LANL scientist of Chinese descent who “stuck out like a sore
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thumb” because he had made trips to the PRC in 1986 and
1988.

18. The New York Times story was based on illegal leaks
of private information collected and maintained by
Defendants in the course of their investigations of Plaintiffs.
The New York Times story included specific details
concerning the nature and scope of Defendants’
investigations. Among other private areas of information,
The New York Times story included details about (1) Dr.
Lee’s and Sylvia Lee’s employment history; (2) information
about personal financial transactions conducted by Dr. Lee;
and, (3) the purported results of polygraph tests administered
to Dr. Lee by Defendants. These categories of private
information could only have come from the files and records
of the DOJ, FBI, and DOE.

The Unlawful leaks Related to the March 6, 1999, The
New York Times Story

19. On December 17, 2000, the CBS television network
aired an episode of “60 Minutes” in which former DOE chief
of counterintelligence Notra Trulock Il confirmed that he
was the primary source of leaks to The New York Times,
regarding the Wen Ho Lee investigation. (Exhibit 2). In
addition to constituting violations under the Privacy Act,
such leaks to The New York Times constituted a release of
classified information to unauthorized persons, according to
DOE intelligence director Ed Curran. (Id.) Moreover, as
noted in several news accounts, in his October 3, 2000
testimony before a Senate Judiciary subcommittee, Mr.
Trulock confirmed that DOE Secretary Bill Richardson had
been a The New York Times source, testifying that The New
York Times reporter James Risen had informed him that
Richardson had provided Wen Ho Lee’s name to Risen in
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connection with the purported Chinese spy scandal coverage.
(Exhibits 3 & 4).

20. Secretary Richardson also improperly discussed the
occurrence and results of polygraph examinations
administered to Dr. Lee in 1998 and 1999 by defendants
DOE and FBI, despite the fact that the 1998 DOE polygraph
report clearly states that the Privacy Act applies to the
polygraph procedure. (Exhibit 5). The FBIl-administered
polygraph report and its conclusions are also subject to the
protections provided by the Privacy Act. On multiple
occasions, Secretary Richardson publicly discussed the fact
that, because Dr. Lee was under suspicion of spying, he had
been subjected to two polygraph examinations. For example,
Secretary Richardson stated on the March 16, 1999 episode
of CNN’s “Crossfire” that he had “instituted a polygraph on
[Wen Ho Lee], which he first passed, and we gave him
another one, and he failed it.” (Exhibit 6). Months later, on
the August 1, 1999, episode of CBS’s “60 Minutes,”
Richardson contradicted himself and compounded his
improper discussion of the polygraph examinations by
misstating on prime-time national television that Dr. Lee had
failed both of the aforementioned polygraph tests, stating that
Wen Ho Lee “failed two polygraphs; one from the
Department of Energy, one from the FBI.” (Exhibit 7). The
only polygraph report that the government to date has made
available to Dr. Lee reflects that Dr. Lee passed the DOE-
administered polygraph, as Secretary Richardson had
previously stated when he leaked information about the
polygraphs tests earlier in 1999.

21. Defendants’ unlawful disclosures are especially
egregious because Defendants selectively disclosed
information designed to convince the public that Plaintiffs
were spies for the PRC. For example, Defendants leaked that
Sylvia Lee was invited to address a Chinese conference on
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sophisticated computer topics, which, according to The New
York Times story, was very suspicious because “she was
only a secretary” at LANL. Defendants’ unlawful disclosure
of Sylvia Lee’s personal employment information constituted
a criminal offense under the Privacy Act. Defendants’
impermissible leak is particularly disturbing because they
failed to reveal that the FBI had solicited Sylvia Lee’s
assistance in monitoring Chinese scientists and that she was
working for the FBI when she attended the conference.
Sylvia Lee never requested any payment from the FBI when
she put herself and her husband at risk to help protect
America’s national security.

22. Defendants also leaked information that Dr. Lee
obtained $700 from an American Express office while on a
trip to Hong Kong. The New York Times story stated that
“[i]nvestigators suspect that he used it to buy an airline ticket
to Shanghai,” implying that Dr. Lee went to the PRC to pass
on secrets. Defendants’ leak of Dr. Lee’s personal financial
information constitutes another separate criminal violation
under the Privacy Act. In reality, the money was actually
used to pay for Dr. Lee’s daughter, Alberta, to take an
excursion outside Hong Kong with a tour group.

23. Defendants also leaked specific details about the
interrogations of Dr. Lee, including allegations that he
purportedly failed a polygraph test and refused to cooperate
with FBI officials. This information could have only come
from Defendants’ investigatory files and records, and
Defendants’ leaks of that information constituted another
separate criminal violation under the Privacy Act. Moreover,
Defendants’ leaks were unfair because they failed to disclose
that Dr. Lee had voluntarily cooperated with their
interrogations for several days without the assistance of
counsel, and continued to cooperate with Defendants’
investigations after he obtained legal representation.
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24. For example, on March 9, 1999, The New York
Times ran a follow-up story to its bombshell March 6 article.
Times reporter James Risen noted that, according to
Secretary Richardson, a “Taiwan-born scientist at Los
Alamos National Laboratory was fired [on March 8] for
security breaches after the F.B.l. questioned him in
connection with China’s suspected theft of American nuclear
secrets.” (Exhibit 8). Secretary Richardson’s comments
were especially problematic because, in addition to
specifically naming Wen Ho Lee in the national press as the
scientist fired and interrogated in connection with theft of
nuclear secrets, Richardson went on to misleadingly state that
Dr. Lee had “stonewalled” the FBI and “failed to cooperate”
during the questioning. The truth is that Dr. Lee cooperated
with government questioning, without the representation or
presence of counsel, on numerous occasions up to and
including the weekend just before his termination.

25. Defendants also leaked personal information
pertaining to Dr. Lee’s employment history. The New York
Times published a March 24, 1999, article written by James
Risen, which asserted that Dr. Lee had specifically requested
the ability to hire an assistant and then had hired a Chinese
citizen who “has disappeared.” (Exhibit 9). Risen wrote that
“Government officials say they are wondering whether he
played a role in a Chinese intelligence operation at the heart
of America’s nuclear weapons program.” Defendants’ leaks
of Dr. Lee’s employment records was a violation of the
Privacy Act. Moreover, Defendants’ leaks were inaccurate
because the student had never disappeared but was enrolled
at that time as a student at Pennsylvania State University.

26. Likewise, in disclosing a contact between Wen Ho
Lee and suspected Lawrence Livermore lab scientist Peter
Lee, government officials *“speaking on condition of
anonymity” discussed a call made by Wen Ho Lee in 1982
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that was intercepted by the FBI. The anonymous government
officials noted that the FBI “dismissed the 1982 contact as
inconsequential, ... wrote up a brief report on the contact,
and placed it in its investigatory file.” (Emphasis added).
John Diamond, Senator Upset Over Ho-Hum Approach by
FBI in “‘80s, The Associated Press State and Local Wire,
April 30, 1999, [no page designation] (Exhibit 10). Despite
the fact that the phone call had been dismissed as
inconsequential, this revival of the incident implied an
association between Wen Ho Lee and suspected spy Peter
Lee. Clearly, this nearly 20-year-old information, which had
been written up and placed in the FBI’s investigatory file in
1982, came from the FBI’s own records.

27. Defendants were aware of the unlawful leaks that
were occurring, but instead of ceasing these unlawful acts,
continued to disclose private records pertaining to Plaintiffs
in violation of the Privacy Act. The FBI in fact knew about
The New York Times story before it was published.
According to a March 16, 1999, Chicago Tribune article
entitled, “At FBI Request, Paper Held Story On Spying At
Lab,” The New York Times spokeswoman Lis Carparelli
confirmed that the paper had held the story for one day at the
FBI’s request. (Exhibit 11).

28. Soon after The New York Times story was published
on March 6, 1999, DOE Secretary Bill Richardson fired Dr.
Lee from LANL. The Albuquerque Journal published a
March 10, 1999, article written by lan Hoffman entitled,
“Lab Firing Questioned, Defended.” (Exhibit 12). The
article quoted Secretary Richardson’s reason for firing Dr.
Lee as based on “very strong suspicions of his participation”
in espionage for the PRC. Secretary Richardson added that
“We can establish that there was theft of sensitive
materials... We can establish that it was serious, but the
extent of damage has not been established.” An unnamed
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official reportedly told The Washington Post that “[w]e are
still trying to pin down exactly when information was
passed,” as reported in a March 9, 1999, staff-writer article.
(Exhibit 13) (emphasis added). Secretary Richardson and the
unnamed official were disclosing information obtained
during the course of Defendants’ investigation of Dr. Lee.
These disclosures were inaccurate because Defendants never
had any credible evidence that Dr. Lee ever passed classified
information to the PRC or any unauthorized person.

Defendants Ignore Plaintiffs’ Requests for a Leaks
Investigation

29. None of the disclosures made by Defendants nor any
of the resulting news reports were made with the consent of
Plaintiffs. Beginning in March 1999, Dr. Lee’s attorney
wrote a series of letters to DOJ and FBI officials requesting
that they put a stop to illegal leaks about the investigations of
Plaintiffs. In a March 10, 1999, letter, Dr. Lee’s attorney
expressed his concerns about misleading press leaks and
wrote that:

[Defendants’] leaks directly violate U.S.
Department of Justice policies and subject the
sources of these leaks to civil damage actions.
It is also likely that this detailed information
relates to a federal grand jury investigation.
Federal Rule of Criminal Procedure 6(e)(2),
therefore, also mandates that these leaks be
punished as a contempt of court.

(Exhibit 14). In the letter, Dr. Lee’s counsel asked the DOJ
to advise him of the steps that would be taken “to stop these
apparent violations of its policies and federal law.”
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30. Subsequently, in a March 23, 1999, letter to FBI
Director Louis J. Freeh, Dr. Lee’s counsel requested that the
FBI formally investigate leaks of confidential information.
(Exhibit 15). Dr. Lee’s counsel enclosed copies of over 80
articles suggesting that “senior FBI officials” had “repeatedly
made improper disclosures of confidential investigative
information.” In the letter, Dr. Lee’s lawyer requested that
the FBI correct the misleading leaks by publicly stating that:

(1) Dr. Lee has cooperated with the FBI and
has answered all questions asked of him, and
he continues, through his counsel, to offer his
cooperation;

(2) The FBI has no proof that Dr. Lee ever
passed any classified information to China;

(3) Dr. Lee was not working on a W-88
project in 1988, so it would be impossible for
him to provide information relating to this
project to China in 1988[;]

(4) Dr. Lee passed the only polygraph that
was given to him in accordance with accepted
polygraph procedures; and

(5) The FBI is conducting an investigation
into the potential leaks of confidential
information relating to its investigation.

This letter was also sent to DOJ officials.

31. Also, on March 23, 1999, in a letter to DOJ officials,
Dr. Lee’s counsel reiterated his concerns that the “FBI’s
repeated, and apparently intentional, disclosures of this
highly inflammatory information will inevitably cause
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irreversible prejudice to Dr. Lee... Due to the FBI’s repeated
leaks, many Americans have already concluded that
polygraph results prove that Dr. Lee committed heinous
espionage.” (Exhibit 16). The letter also stated that:

As you are aware, 28 CFR 50 specifically
prohibits any disclosure by [DOJ] personnel
of any information “that may reasonably be
expected to influence the outcome of a
pending or future trial.” Here, there can be
little doubt that the FBI’s disclosure to the
press that Dr. Lee purportedly failed a
polygraph would influence any trial. Further,
polygraph tests are specifically identified in
28 CFR 50.2(b)(6)(iii)) as the type of
information that by its very nature “tends to
create danger of prejudice.” Likewise, the
Regulations also identify “the refusal or
failure of the accused to make a statement” as
information that should never be disclosed to
the press.

32. Neither the DOJ nor the FBI responded to any of the
letters submitted by Dr. Lee’s counsel on the subject of the
illegal leaks.

The FBI Ignores Internal Memoranda Which Concluded
that Dr. L.ee was Not Responsible for Providing the PRC
with Sensitive Information Concerning the W-88

Technology

33. The FBI ignored its own internal memoranda which
concluded that Plaintiffs had not passed any classified
information to third parties. The Associated Press published
a December 11, 1999, article written by John Solomon
entitled, “FBI Chased Lee Despite Spy Doubts,” which
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discusses some of the information in the FBI memoranda.
(Exhibit 17). Solomon’s article reveals that as early as
November and December of 1998, FBI officials suspected
that the original evidence gathered against Dr. Lee was
flawed. The article also explained that on or about January
22, 1999, senior officials from the FBI’s Albuquerque, New
Mexico office sent reports to FBI Director Louis Freeh
stating that “it appears” that Dr. Lee was not responsible for
providing the PRC information about the W-88 technology.
Despite these findings, Defendants continued to devote
massive resources, along with a barrage of unlawful news
leaks, into uncovering evidence to support their
unsubstantiated espionage claims against  Plaintiffs.
Defendants have now been forced to acknowledge their
blunder and have recently and abruptly shifted espionage
investigations to others.

Defendants Continue to Unlawfully Leak Private
Information about Plaintiffs

34. In the aftermath of The New York Times story, a
political ~ firestorm ensued. Several Congressional
committees were convened to inquire into alleged espionage
by the PRC at the nation’s nuclear laboratories. As the result
of the unlawful and selective leaks by Defendants, Plaintiffs
became the subject of intense media scrutiny and were
portrayed as suspected spies for the PRC. Plaintiffs were
forced to endure severe harassment, threats, and 24-hours-a-
day, 7-days-a-week FBI surveillance beginning in March
1999. Defendants fanned the trial-by-media atmosphere by
continuing to unlawfully flood the press with confidential
information obtained in the course of their investigation of
Plaintiffs. Some examples include:

1. “The agency kept the employee on its
payroll to help an inquiry by the Federal
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Bureau of Investigation... People in the
intelligence area said the matter came to a
head over the weekend when the suspect
refused to answer several questions from FBI
agents on his activities.” John J. Fialka,
“Scientist Fired At Los Alamos Lab Over
China”, The Wall Street Journal, March 9,
1999. (Exhibit 18);

2. “Law enforcement officials said Mr.
lee had undergone at least two lie-detector
tests at Los Alamos, but stopped talking to
Federal Bureau of Investigation investigators
last weekend after news accounts describing
but not naming him appeared in the press.”
John J. Fialka and Helene Cooper, “GOP
Eagerness to Find Security Lapses Under
Clinton Could Chill Ties to China”, The Wall
Street Journal, March 10, 1999, at AA4.
(Exhibit 19);

3. “The man, reported to be Wen Ho Lee,
has not been charged or arrested, although he
was reportedly questioned extensively by the
FBI over the weekend and also reportedly
failed a lie-detector test earlier.” Lawrence
Spohn, “Under-the-Gun Lab Boss Defends
Firing of Scientist”, Albuguerque Tribune,
March 11, 1999, at Al. (Exhibit 20);

4. “Wen Ho Lee, 59, admitted to FBI
agents that he failed to report his contacts
[with Chinese scientists] to his supervisors at
[LANL]..., quoting senior intelligence and
law-enforcement officials.” “Scientist In Spy
Probe Admits Unauthorized Contacts With
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Chinese”, Agence France Presse, March 16,
1999. (Exhibit 21);

5. “A well-placed government source tells
TIME that Lee traveled to a 1988 seminar in
Hong Kong and, with Chinese officials
present, allegedly  divulged  sensitive
information on the miniaturization involved in
the design of America’s most modern
warhead, the W-88.” Bruce W. Nelan, “How
Not to Catch a Spy”, TIME Magazine, March
22,1999, at 50. (Exhibit 22); and,

6. “The Los Alamos scientist was grilled
by FBI agents and found to be deceptive on a
polygraph test.” Douglas Pasternak, Warren
P. Strobel, Kevin Whitelaw, Kenneth T.
Walsh, “Bulls in the China Shop”, U.S. News
and World Report, March 22, 1999, at 22.
(Exhibit 23).

35. Plaintiffs are informed and believe that some of the
unlawful leaks of private information pertaining to Plaintiffs
originated from an FBI official known as “the Fatman.”

36. Defendants  continued to impermissibly leak
confidential and personal information about Dr. Lee.
Following the return of an indictment against Dr. Lee by a
federal grand jury in New Mexico on December 10, 1999,
Defendants unlawfully leaked information to The Wall Street
Journal describing the position the government would take at
Dr. Lee’s December 13 bail hearing before United States
Magistrate Judge. The Wall Street Journal published a
December 13, 1999, story written by David S. Cloud entitled,
“Los Alamos Scientist’s Indictment Causes Concern On
Damage To National Security,” which quotes a “senior law-
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enforcement official” who stated that the information
allegedly downloaded by Dr. Lee “went far beyond what
would have been required for Mr. Lee to do his job as an
engineer specializing in hydrodynamics...” (Exhibit 24).
The next day (Deceber 14) The Los Angeles Times published
an article written by Bob Drogin entitled, “Lee Refused Bail
In Nuclear Secrets Case” that was based on Defendants’
unlawful leaks of private information.  (Exhibit 25).
Drogin’s article cites a “U.S. Official familiar with the
evidence” who asserted that Dr. Lee “went far outside his
area.”

Defendants’ Poor Record of Security Performance at
America’s Nuclear Weapons Labs

37.In June 1999, the President’s Foreign Intelligence
Advisory Board (“President’s Board”) released a stinging
report entitled “Science at its Best — Security at its Worst: A
Report on Security Problems at the U.S. Department of
Energy” (President’s Report™). (Exhibit 26). The President’s
Report confirmed that the nation with the most advanced
nuclear weapons technology had the least advanced security
system. The President’s Board made the following findings,
among others:

1. “Our bottom line: DOE represents the
best of America’s scientific talent and
achievement, but it has also been responsible
for the worst security record on secrecy
that the members of this panel have ever
encountered.” (President’s Report at 1)
(emphasis added);

2. DOE Headquarters suffers from
“organizational disarray,” “managerial
neglect,” “a culture of arrogance,” and “poor
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screening and monitoring of personnel.” (1d.
at 2);

3. “DOE has had a dysfunctional
management structure and culture that only
occasionally gave proper credence to the need
for rigorous security and counterintelligence
programs at the weapons labs. For starters,
there has been a persisting lack of real
leadership and effective management at
DOE.” (ld. at 3);

4. “Computer systems at some DOE
facilities were so easy to access that even
Department analysts likened them to
‘automatic teller machines, [allowing]
unauthorized withdrawals at our nation’s
expense.”” (Id. at 21) (emphasis added);

5. There were “numerous incidents of
classified information being placed on
unclassified systems.” (1d. at 22);

6. Numerous designs of classified
weapons were left unsecured on shelves of the
LANL library. (Id. at Foreword I);

7. Security breaches occurred at a major
weapons facility where “sensitive information
[was] found stored on systems that were
readily accessible to anyone with internet
access.” (ld. at 22);

8. Personnel were found to be sending
classified information to outsiders via an
unclassified email system.” (ld. at 22); and
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9. Two vulnerabilities regarding
classified and sensitive information at DOE
have recurred repeatedly throughout the past
20 years: inappropriate release of classified
information...and the increasing mobility of
classified and sensitive information through
electronic media, such as computers.” (Id. at
21).

Defendants Scapegoat Dr. Lee to Divert Mounting
Political Pressure

38. Defendants faced extreme criticism for their woefully
inadequate security performance at the nation’s nuclear
laboratories. Political finger-pointing ensued immediately
thereafter. Both Republicans and Democrats accused the
Clinton Administration of failing to swiftly counter spying
by the PRC, charging that the Administration turned a blind
eye because it had accepted 1996 campaign contributions
from Chinese officials. Time Magazine published a March
22, 1999, article stating: “Now the *soft on China’ shouts are
louder than ever, boosted by claims from critics in both
parties that top administration officials delayed and soft-
pedaled the investigation into alleged Chinese spying at Los
Alamos National Laboratory...” (Exhibit 22). Attorney
General Janet Reno, Energy Secretary Bill Richardson, FBI
Director Louis Freeh, and National Security Advisor Sandy
Berger all faced loud demands for their resignations.

39. Departmental feuds erupted as the FBI publicly
blamed the DOJ for not approving 1996 FBI applications to
wiretap Dr. Lee’s telephones. The FBI’s leak about their
wiretap applications constituted a violation of the Privacy
Act.  Overwhelming political pressure forced Attorney
General Janet Reno to make the unusual move of publicly
defending the DOJ’s decision to deny the wiretap
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applications and to explain that there was no evidence to
substantiate such an intrusion into Dr. Lee’s privacy.

40. Defendants’ leaks created intense political pressure
on the DOJ to prosecute Dr. Lee criminally, and Defendants
stepped up their efforts to prove some type of misconduct by
Dr. Lee. Defendants devoted vast resources in an effort to
develop evidence to support their predetermined conclusion
that Dr. Lee acted as a spy for the PRC. Defendants utilized
approximately 60 FBI agents to conduct over 1,000 witness
interviews pertaining solely to their espionage allegations
against Dr. Lee.

By Summer of 1999, Defendants’ Espionage Case Had
Crumbled

41. Despite the overwhelming governmental resources
devoted to Defendants’ efforts, Defendants have failed to
uncover any evidence that Dr. Lee ever passed nuclear
secrets to the PRC or any unauthorized persons. By the
summer of 1999, the press began to print articles revealing
that Defendants’ espionage case had crumbled. For example,
The Washington Post, published an article on August 17,
1999, written by Vernon Loeb entitled, “Ex-Official: Bomb
Lab Case Lacks Evidence; Suspect’s Ethnicity ‘A Major
Factor’ In China Spy Probe.” (Exhibit 27). The article
described details of an interview with Robert S. Vrooman, a
former chief of counterintelligence at LANL. According to
The Washington Post article, Vrooman stated that
Defendants targeted Dr. Lee because he is a Chinese
American, and that Defendants did not have a “shred of
evidence” that Dr. Lee ever passed nuclear secrets to the
PRC. Vrooman also stated that the information could have
been leaked from many sources, and that a “rather detailed
description of the W-88" was distributed to 548 different
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addresses at the Defense Department, the DOE, various
defense firms, and other military addresses.

42. The New York Times published an August 18, 1999,
article written by William J. Broad, headlined “Official
Asserts Spy Case Suspect Was A Bias Victim,” which also
raises concerns about whether Dr. Lee was unfairly singled
out because of his ethnicity. (Exhibit 28). The article states
that the Senate Governmental Affairs Committee found that
Defendants erred early on when they focused their espionage
investigation on Dr. Lee without adequately reviewing other
possible suspects. The article quotes Robert VVrooman as
stating that defendants’ investigation “lacked intellectual
rigor,” and that Defendants “missed a lot of people.”

The Focus of Defendants’ L.eaks Shifts to Dr. Lee’s
Handling of Computer Files

43. Retreating from their initial assertions that Dr. Lee
engaged in espionage activities for the PRC, Defendants
sought to put Dr. Lee in prison for life for alleged
mishandling of computer files. Defendants’ abrupt shift from
allegations of espionage to allegations concerning LANL
practices on the maintenance of computer files was a
transparent attempt to justify the millions of dollars and
countless man-hours Defendants wasted on Dr. Lee, which
could have been focused on finding the answer to whether
any individuals actually ever passed America’s nuclear
weapons technology to the PRC.

44. Defendants continued the pattern of selectively
leaking only that information which would serve their goal of
painting Dr. Lee as a spy. On April 28, 1999, The New York
Times published a James Risen and Jeff Gerth article
entitled, “U.S. Says Suspect Put Code On Bombs in
Unsecured Files.” (Exhibit 29). The article was based on
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information from unnamed DOE officials and other
“American officials” who leaked that Dr. Lee had allegedly
mishandled nuclear codes by downloading files from a
classified computer to an “unsecured” computer. These
unauthorized disclosures constituted yet another series of
separate, misleading violations of the Privacy Act.

45. These unauthorized leaks were precisely the type of
illegal, misleading, and wrongful disclosures that the Privacy
Act was designed to prevent. The President’s Board
specifically found that copying files from classified
computers to unclassified computers was standard and
routine at LANL. (Exhibit 26; the President’s Report at 21-
22). Edward Curran, the director at the DOE’s office of
counterintelligence admitted in a mid-August interview with
The Nation that LANL scientists had a record of mishandling
classified information. (Exhibit 30). *“A lot of this is
incidental,” said Curran. Curran added: “These things often
happen when an employee is under pressure because of
timeliness or things of that nature. These are issues that can
be dealt with through training.” The Nation also quoted
Chris Mechels, a former computer systems manager at
LANL, as stating: “Of course he moved a lot of files....
Anyone who had a lot of files at that time had to move them
around because of computer changes. This wasn’t anything
sinister. What they have done to Wen Ho Lee is an outrage.”

46. Even though the copying of files was routine and
known to all, Defendants ignored the issue until after they
failed to find any evidence of espionage. A May 24, 1999,
Newsweek article reported that even FBI officials had
acknowledged that bringing charges against Dr. Lee “might
be awkward” because “other Los Alamos scientists
committed similar alleged computer breaches.” (Exhibit 31).
The Newsweek article further stated that although the
espionage “case against Dr. Lee may be crumbling, the Feds
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appear determined to get him on something. ‘I think the case
will just linger and keep spiraling down,” says one top FBI
official. ‘Then we’ll find that he spit on a sidewalk, and
we’ll charge him with that.”” (emphasis added).

47. Defendants’  unlawful  disclosures of private
information about Plaintiffs were made to deflect criticism of
their failure to implement and maintain adequate security
measures at America’s nuclear laboratories. As an additional
part of their effort to escape responsibility for these massive
security failures, Defendants impermissibly leaked selective
information about Plaintiffs to secure Dr. Lee’s criminal
prosecution.

Defendants Have Continued to Unlawfully Leak
Classified Information Obtained During Dr. Lee’s Secret

Debriefings

48. Despite repeated calls for the unlawful leaks to stop,
Defendants have continued to violate Plaintiffs’ privacy
rights. The New York Times and The Washington Post
recently published stories that quoted government officials
revealing classified information concerning Dr. Lee. These
new leaks are especially disturbing because they purport to
describe what occurred at the secret debriefings of Dr. Lee at
the Kirkland Air Force Base. On February 4, 2001, the
Washington Post published a Walter Pincus article entitled,
“Interrogation of Lee Raises New Questions, Sources Say.”
(Exhibit 32). Citing government “sources close to the
investigation,” the article reveals selective details of
information provided by Dr. Lee to Defendants during the
secret debriefings. Moreover, an unnamed “government
official” falsely depicted Dr. Lee’s responses as “evasive,
confusing, and frustrating for the people conducting the
interview.”
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49. Dr. Lee’s classified reports during the debriefings
were also discussed in a February 5, 2001 New York Times
article by Matthew Purdy and James Sterngold entitled, “The
Prosecution Unravels: The Case of Wen Ho Lee.” (Exhibit
33). This articles cites unnamed “officials” who selectively
leaked, among other things, that Dr. Lee had dinner with one
Chinese scientist during which a “computer code might have
been discussed.” These officials also unlawfully leaked
classified details of Dr. Lee’s activities during trips to the
People’s Republic of China in 1998.

50. The government specifically required Dr. Lee to enter
into a confidentiality agreement covering the debriefings, and
Dr. Lee has complied with that agreement. Yet Defendants
blatantly violated the confidentially agreement and Plaintiff’s
privacy rights by making selective and misleading leaks of
information that they obtained during the debriefings.

COUNT I
(Violations of The Privacy Act Against All Defendants)

51. Plaintiffs repeat and reallege the allegations contained
in paragraphs 1 through 47 as though fully set forth herein.

52. Defendants have collected and maintained personnel,
security, and other government records pertaining to
Plaintiffs. The investigatory files kept pertaining to Plaintiffs
are “records” as that term is defined by 5 U.S.C. §
552a(a)(4), and were maintained by each of the Defendants
in a “system of records” as that term is defined by 5 U.S.C. §
552a(a)(5).

53. Defendants disclosed, or authorized the disclosure of,
personal and confidential information concerning Plaintiffs to
third parties in violation of the Privacy Act, 5 U.S.C. §
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552a(b). Defendants intentionally and willfully made these
disclosures concerning Plaintiffs, rendering them liable for
damages under 5 U.S.C. § 552a(g)(4).

54. From January 1999 to the present, Defendants,
through their officers, agents, and/or employees, intentionally
and willfully disclosed to unauthorized persons, without
Plaintiffs’ consent, the contents of records maintained in a
system of records, pertaining to Plaintiffs. The contents of
records intentionally and willfully disclosed by Defendants to
unauthorized persons without Plaintiffs’ consent included,
but were not limited to, personnel files, FBI files, security
files, and other government records pertaining to Plaintiffs.

55. Defendants, through their officials, agents and/or
employees, intentionally and willfully disclosed and released
the contents of records maintained in a system of records,
pertaining to Plaintiffs, in contravention of their own internal
policies.

56. Defendants, through their officials, agents, and/or
employees, intentionally and willfully disclosed the contents
of records maintained in a system of records, pertaining to
Plaintiffs, without any official need or any official purpose.
Nor were Defendants’ intentional and willful disclosures
consistent with the purpose for which the information was
originally collected.

57. Defendants, through their officials, agents, and/or
employees, intentionally and willfully disclosed the contents
of records maintained in a system of records, pertaining to
Plaintiffs, without providing Plaintiffs any prior notice or
opportunity to protest the disclosures, so that Plaintiffs had
no opportunity to protect certain, if not all, of the information
contained within the records from release to third parties.
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58. Defendants have failed to establish appropriate
administrative, technical, and physical safeguards to ensure
the security and confidentiality of records concerning
Plaintiffs, which has resulted in substantial harm,
embarrassment, inconvenience, and unfairness to Plaintiffs in
violation of 5 U.S.C. § 552a(e)(10).

59. Defendants have intentionally and willfully failed to
keep an accurate accounting of the date, nature, and purpose
of each disclosure purportedly made to any person or agency
in violation of 5 U.S.C. § 552a(c)(1)(A).

60. Defendants have intentionally and willfully failed to
keep an accurate accounting of the names and addresses of
each person or agency to whom disclosures were made in
violation of 5 U.S.C. § 552a(c)(1)(B).

61. Prior to disseminating records about Plaintiffs to
unauthorized persons, Defendants intentionally and willfully
failed to make reasonable efforts to assure that such records
were accurate, complete, timely, and relevant for agency
purposes in violation of 5 U.S.C. § 552a(e)(6).

62. As a direct and proximate result of the above-
referenced violations of the Privacy Act, sensitive personal
information about Plaintiffs has been unlawfully released to
third parties and reprinted and reported throughout the world
by numerous media sources and news organizations.

63. As a direct and proximate cause of Defendants’
intentional and willful violations of the privacy Act,
Plaintiffs have suffered an “adverse effect,” as referred to in
5 U.S.C. § 552a(g)(1)(D), and have suffered damages
including, but not limited to, actual pecuniary damages and
non-pecuniary damages in the form of direct and indirect
injury to Plaintiffs  reputations, extreme public
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embarrassment, humiliation, anxiety, ridicule, emotional
distress, mental anguish, physical pain and suffering, trauma,
past, present and future loss of income, and damage to career
progression and professional reputation. Plaintiffs also have
been subjected to substantial harm, embarrassment,
inconvenience, and unfairness as a result of the Privacy Act
violations committed by Defendants.

PRAYER FOR RELIEF

WHEREFORE, Plaintiffs pray for relief from the Court
as follows:

1.  Actual damages, in an amount
according to proof at trial, but not less than
$1,000 for each violation of the Privacy Act;

2. Reasonable attorneys’ fees and costs;
and,

3. Such other and further relief as the
Court deems appropriate.

Respectfully Submitted,

Thomas C. Green (#014498)
Mark D. Hopson (#394338)
SIDLEY & AUSTIN

1722 Eye Street, N.W.
Washington, D.C. 20006
(202) 736-8000

(202) 736-8711 (fax)
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Brian A. Sun (admitted Pro Hoc)
Luan K. Phan (admitted Pro Hoc)
Heather E. Hersh (admitted Pro Hoc)
O’NEILL, LYSAGHT & SUN, LLP
100 Wilshire Boulevard, Suite 700
Santa Monica, CA 90401-1142
(310) 451-5700

(310) 399-7201 (fax)

Counsel for Plaintiffs Wen Ho Lee
and Sylvia Lee



	
	

